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Purpose

Wired Equivalent Privacy otherwise known as WEP is an algorithm used in the
IEEE 802.11 standard to encrypt data packets that travel over a wireless local area
network (WLAN). WLANS lack the physical security of actual wires as compared to
traditional wired LANs. The IEEE 802.11b standard specifies that wireless transmissions
will occur in 2.4 GHz frequency. This frequency is used by many other consumer
devices such as cordless phone, microwaves, and two-way radios. The medium is open
for anyone to transmit or listen to signals from such devices [11]. Inherently, there is a
higher risk of eavesdropping or unauthorized access to a WLAN than the traditional
wired LAN. The WEP algorithm is supposed to provide the same level of security to a
WLAN that is found on a wired network. However, security flaws have been
documented in the WEP algorithm, and these flaws have lead to successful attacks on
WLANS [4]. With the increasing popularity of wireless products, more and more
companies and individuals are relying on IEEE 802.11°s WEP algorithm to keep their
wireless networks secure. In this project I intend to investigate the source of the security
holes in the WEP algorithm. I will compare different encryption algorithms and their
applications to wireless communications. I intend to investigate why the algorithm behind
WERP is successful in some of its other applications and not towards wireless
communications. With the knowledge that I gain, I will have a better understanding of

how to make packet delivery over WLANSs more secure.



WEP Standards and Problems

IEEE 802.11’s WEP algorithm has three main objectives: to protect data packets
from unauthorized eavesdropping, to guard against unauthorized access to the network,
and to protect the integrity of the data packets as they travel across the network. The
WEP algorithm relies on the existence of a secret key that is known by the sending and

receiving parties [4].
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Figure 1 — Encrypted WEP Frame (Borisov)

The first step in the encryption process is to compute the cyclic redundancy check
(CRC) checksum on the initial message. The checksum will be used in the decoding
process to validate the message that was received correctly. The plaintext is composed of
the original message concatenated to the integrity checksum [5]. The Keystream is
generated by using the secret key and the initialization vector in the RC4 stream cipher.
The RC4 stream cipher is used to create a pseudorandom variable length stream of bits.
The Plaintext and the Keystream are then exclusive-ored (XOR) to create the Ciphertext.
The initialization vector and the ciphertext are concatenated together and then transmitted

across the network. The receiving party will reverse the process and obtain the original



message. The initialization vector that was transmitted is used with the secret key to
come up with and identical keystream that was used to encrypt the message. The cipher
text is then XORed with the keystream to produce the original message with the integrity
checksum. The received checksum is then compared to the value obtained by computing
the checksum on the received message. Matching checksums signifies that the message

was received correctly. If they don’t match then the message is discarded [4].

The problems in the WEP algorithm arise when the same keystream is used more
than once. If two ciphertext packets that are encrypted with the same keystream are
XORed together, then the keystreams will cancel out and leave behind the two original
plaintext messages XORed together. With some knowledge about one of the original
messages, the other message is easy to discover. The keystream is generated by the RC4
stream cipher using the secret WEP code and the Initialization Vector (IV). To prevent
duplicate keystreams use, the IV is changed for every data packet that is transmitted. The
IV field has a maximum length of only 24-bits, which on a moderately busy access point
will lead to keystream reuse in less than one full day. The secret key (WEP Code) can
be set to a 40-bit key or can be extended to a larger 128-bit key. However, the 128-bit

key WEP Code is subject to the same keystream reuse flaws as the 40-bit code [4].

Project Methodology

My project will look into the theoretical aspects of data encryption and its
applications toward WLANs. Some proprietary solutions have been developed to try and
solve the security issues with WEP, but a new standard has yet to be adopted. I plan on
researching the details of the RC4 stream cipher and the CRC checksum to add more

security to wireless transmission. WEP currently uses the RC4 stream cipher as the



engine behind its encryption. The data encryption scheme that is used on secure web
sites (SSL) also uses the RC4 stream cipher to encrypt data. However, SSL is not subject
to the same attacks as WEP. In my project, I will investigate why the RC4 algorithm
works for SSL but not WEP [15]. It is possible that a different encryption scheme would
be better suited for wireless data encryption. I will compare how different ciphers work
when applied to wireless communications. The CRC integrity check is a vital part to the
encryption process. A technique that attackers commonly use, called bit-flipping, is used
to modify the ciphertext message portion of the message. When the message is then
decrypted, the resulting plaintext will not match the original plaintext. The integrity
check is computed to make sure that decrypted message matched the original message. If
the integrity check is designed well, attempts to change the ciphertext will fail because
the decrypted message will not match the CRC integrity check value of the original
message [5]. The WEP algorithm fails to deliver the level of security that it promises [4].
Iintend to look into alternatives for using the stream cipher to encrypt the wireless data.
The knowledge that I gain will help me to understand the WEP algorithm and its flaws.
When the project is finished, the WEP algorithm will be more secure and will better

protect information as it travels across a wireless network.

Significance

When wireless networks first began to appear on the market, security was not a
major concern. As wireless cards and access-points become cheaper and more available
to the public, the security that protects WLANSs has become a necessity. The physical
security of wires and walls that once protected wired networks is gone; the information is

literally out in the air for anyone to grab. The industry standard, IEEE 802.11, does not



provide adequate security for protecting a WLAN against unauthorized access or
eavesdropping. As WLANS get larger and greater in number, a solution needs to be
found that will provide stronger encryption of data and reliable authentication to network
resources. My project will look into the flaws of the WEP algorithm and will present

ideas that will make packet delivery over wireless networks more secure.
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