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Abstract

The Genetic Algorithms process that attempts to generate near-optimal solutions
(answers) to complex problems for which no efficient process of generating optimal
solutions exists, provides a promising, yet unexplored, method for reconstructing
corrupted texts. Thisis made possible, mostly because text files use American Standard
Code for Information Interchange (or ASCII) astheir encoding protocol. ASCII alows
for the reconstruction of its texts because, among other reasons, the majority of ASCI|
characters are rarely used. Furthermore, the reconstruction of corrupted texts allows for
an interesting application to decoding some simple protocols of Quantum Cryptography,
aprocess used for transmitting secure data through an encrypted data stream using
guantum mechanical properties, thought to be more secure. In this honors thesis we will
attempt to provide sufficient evidence that ASCII text processing and Genetic Algorithms,
when used in conjunction, can be a promising method for reconstructing corrupted texts.
Furthermore, we will attempt to show how some simple Quantum Cryptographical
protocols can be reduced to the problem of reconstructing corrupted texts, and therefore,

can be broken.






Chapter 1

| ntroduction

During the spring semester of 2003 | participated in an elective course within the
computer science department: “ Introduction to Analysis of Algorithms.” The course,
taught by Professor Stephen Guattery, allowed me to study both genetic agorithms (a
process that attempts to generate near-optimal solutions to complex problems for which
no efficient process of generating optimal solutions (answers) exists) and quantum
cryptography (a process used for transmitting secure data through an encrypted data
stream using quantum mechanical properties).

| enjoyed the material so much that | started to delve into both topics further over
the following summer and, when given the opportunity in the Fall, | submitted an honors
thesis proposal that would allow me to continue researching both: trying to defeat
guantum cryptography by using genetic algorithms.

11  Description of Problem

Whenever computer information, or data, is transmitted from one place to
another, it is subject to random corruption, and the bits conveying the information may be
received as the opposite value (i.e., aone changes to a zero). Thisleadsto various
problems in the computer world such as corrupt files, noise in audio channels, etc., which
are all very hard effects to reverse and recover the original sequence of bits[5]. These

problems are the subject of much research that has produced a number of useful



applications. In particular, error-correcting-codes have been developed to combat the
problem of unreliable communication channels. This thesis proposes a new approach to

this problem.
12  Explanation of Genetic Algorithms

Many problems that computer scientists encounter are very hard to solve. Some
of these problems, commonly called NP-hard problems, a subset of which are NP-
complete problems, have no known efficient solution process (i.e., no algorithm that
returns a solution in atime that is polynomial with respect to the size of the input). An
example of such aproblem is developing an itinerary for atraveling salesperson where
the god isto visit each city on a predefined list once and only once, while traveling the
shortest total distance possible. This problem is commonly referred to as the
TRAVELING SALESMAN PROBLEM (TSP). TSP isan optimization problem. While
any ordering of the cities is a possible solution, there will only be afew solutions that
have the shortest distance possible. The question, then, is not whether a solution to the
problem exists, but what is the optimal solution to the problem.

While no efficient process is known for generating an optimal solution al of the
time to an NP-hard problem, many NP-hard problems can be solved efficiently much of
the time to near optimality using aheuristic. A heuristic is a solution-generating rule that
gives near-optimal solutions a high percentage of thetime. However, thereisno
guarantee that a heuristic will ever give anear-optimal solution at all. Genetic algorithms
are heuristic algorithms that use the idea of genetic recombination and mutation to
produce ‘ populations’ of possible solutions to a problem that * mate’ with each other to

produce new (and over a sequence of generations) better possible solutions. By defining



the characteristics of what a good answer should look like (i.e. shorter travel path for
TSP) genetic agorithms can use a ‘fitness test’ for the ‘ population’ of answers and
effectively kill off genetically lessfit solutions. Over time, the genetic algorithm will
produce afew exceptionally fit individual solutions within the population. These
individual solutions would be highly, but not completely, optimized.
1.3  Explanation of Quantum Cryptography

My thesis examines the application of a genetic algorithm capable of
reconstructing corrupted character files, to the problem of deciphering a quantum
encryption transmission. Quantum cryptography relies on the exploitation of a quantum
mechanical phenomenon such as the uncertainty principle or the violation of a Bell
inequality to encode datain away that is statistically very secure from eavesdroppers, or
unwanted listeners, on the channel [1]. Quantum encryption uses light photons. Light
photons, like other traveling particles or waves, can be observed to determine their
properties. The wavelength, amplitude, and intensity of a photon of light can all be
measured without changing the photon. However, it istheoretically impossible to
measure the polarization of alight photon without the possibility of changing the
polarization of the photon, unless the measurer knows exactly what polarization the
photon aready has.
1.4  Overview of Thesis

My thesis presents research on using genetic agorithms to recover corrupted
texts, and furthermore to reduce breaking a quantum cryptographic protocol down to a

corrupted text recovery. Initial search of the literature revealed no prior research



conjoining the two topics in thisway and so we are led to believe that, barring an
unfound research document surfacing, thisis anew line of research.

Moreover, my thesis shows that genetic al gorithms have a very high potential in
being able to reconstruct text corrupted up to 15% corruption. We have also found away
to reduce a Quantum Cryptography protocol to (on average) a 15% corrupted text, in
effect breaking that protocol.

Thisthesisis divided into three main parts. Each part reflects a different stage of
processing that an input would undergo if put through al three of our algorithms. Ina
computer scientist’s terms, all of the three middle chapters, Chapters 2, 3 and 4, can be
thought of as describing a different module of the process, each having a separate input

and an output that feeds into the next.

Thethesisis organized as follows; Chapter 1 has provided a brief introduction to
the thesis and the description of the problem. The first part of the algorithm, described in
Chapter 2, can be thought of as a corrupted file divider. Asinput it takes atext file that
has an unknown X% of its bits randomly corrupted, and as output it returns two items:
First, it returnsthe file, broken into sentences. It also returns an estimate of the
corruption value of thefile. However, the characters of the first output are slightly
different than those of the entered input. In the process of estimating the corruption level,
approximately 12.5% of the corrupted bits are corrected. This part of the algorithm
performs better at lower corruption percentages and becomes more imprecise in breaking

apart the sentences at higher levels of corruption.

Chapter 3 describes a corrupted sentence reconstructor algorithm. Asinput this

algorithm takes a corrupt sentence and an estimated corruption level. Asoutput it returns



a high-fitness-val ue specimen from the genetic algorithm that has most, if not all, words
from the original sentence correctly identified. This part of the algorithm is aso better at

lower corruption percentages and becomes imprecise at higher ones.

Chapter 4 describes the reduction of a quantum encryption channel to a corrupt
text problem. An eavesdropper on the proposed quantum encryption channel can recover
bits from the plain text with a probability of 50%, corresponding to reading afile with a
50%corruption level. However, after the reduction, the same problem is shown to have
an overall average corruptness level of 15% if defined in terms of a corrupted text

problem.

Should the main parts of the thesis be applied in seriesto an input, starting with
part 3, moving on to part 1, and ending with part 2, the corruption level would decrease

from 50% to 15% to about 7-8%

Finally, Chapter 5 concludes this study with a summary of our results and some

ideas for future work.



Chapter 2

Text analysis

The first part of the thesis can be thought of as a corrupted file divider. Asinput
it takes atext file that has X% of its bits randomly corrupted, and as output it returns two
items: the input file broken down into sentences, and an estimate of the corruption of the
file. The characters of this output are slightly different than those of the entered input.
On average each character of the output fileis 12.5% less corrupted than the input
character because some specific bits are corrected during corruption estimation. This part
of the algorithm performs better at lower corruption percentages and becomes more

imprecise at higher ones.

This Chapter is divided into seven sections. In section 2.1 we discuss the base
assumptions for the problem. In sections 2.2 and 2.3 we discuss the background of the
problem and discuss some key assumptions about the nature of the input. In sections 2.4,
we discuss the questions we had to answer in order to make the algorithm. And sections

2.5, 2.6, and 2.7, we discuss implementation and optimizing of the algorithm.
2.1 Basic Assumptions

To condense the problem into a workable area some assumptions were made
while addressing the problem. First, we had to specify what corruption is, and second

what parameters define the input values.



By “corrupted” we mean that if an original bit in afile was a zero then the
corrupted bitisaone, and if an original bit was a one then the corrupted bit isazero. By
“reconstruct” we mean that a corrupted bit is returned to its original orientation. By 15%
corruption we mean that afile N characters long with N*8 bits will have, on average,
N*8*0.15 bits switch from their original orientation (zero or one) to the alternate

orientation.

In referencing how corrupted one specimen is from another we refer to the bit-
wise distance. That isthe number of bits that are different from one specimen to another.

Ex: 01110010 has a bit-wise distance of 3 from 01010111.

We a so mad the following assumptions about inputs that had been corrupted:

» All inputs are written in the English Language.

* All sentences must end with a“period’ and, except for the first sentence,
they must also begin with ‘space’, ‘space’ and a‘capital letter’. Thefirst
sentence must begin simply with a‘capital letter’.

» All inputs have no tabs, commas, or other non-sentence-ending-period
punctuation or newline characters.

* All inputs are encoded in ASCI|.

* All inputs are spelled correctly.

2.2  TheEnglish Language and Written Structuring

While the English language is not the only language that is transferred and stored

using computers, it is used by alarge portion of the computing community in order to



communicate. From an analysis standpoint this common usage of the English language
means that any patterns existing within it can be potentially exploited in order to
reconstruct corrupted texts. Luckily, there are many patterns inherent in the English

Language. Some patternsin the English language that occur are [3]:

» text-to-space ratios

* average sentence length

» letter frequency: (The most frequent letters, in order, are e-t-a-0-n-i-s-r-h-
|-d-c-u [3], [7])

» word frequency: (Some of the more frequent include: the-of-to-in-and-a
for-was[3])

» letter patterns. (i.e. ‘qu’, certain letters can only follow some | etters)

word composition: common syllables, prefixes, and suffixes

In thisthesis, the focus is exclusively on the English language.

Sentence length, word length, sentence arrangement and vocabulary all differ
among individual sentences. While English sentences can be grammatically incorrect as
well as spelled incorrectly, allowing such variation unnecessarily complicates the initial
investigation of the problem. Thus we chose to restrict the sentences to be correctly
spelled and constructed sentences. It would be very interesting to extend this research to
sentences with improper grammar and incorrect spelling, in the future.*

23  ASCII

» While originally part of the plan for generating high genetic algorithm fitness, the system implemented
does not consider grammar in its operation. Hence only the assumption about correct spelling applies.



Computer datais stored in many formats. Text files and the base structure for
most document formats are based on a character encoding scheme called ASCII, which
interprets every eight bits of afile as a printable or nonprintable character. An example

of anonprintable character would be any control character.

ASCII (the American Standard Code for Information Interchange) is the primary,
most commonly used character encoding in the United States today. It allows computers
to interpret 8-bit numbers as characters, which include letters along with a number of
other symbols and keyboard strokes. ASCII wasfirst created in the 1960’ s and was
standardized in 1968. It isthe United States Government standard and has been declared
such by the American National Standards Institute. Originally, ASCII was a seven bit
coding system allowing for 128 distinct characters, but has since been expanded to eight

bits or asingle byte, representing 256 distinct characters.

Because ASCI|I isthe most used character standard today, we have assumed that
test inputs arein ASCII format. Thisis primarily because most text documents sent over
an encryption channel or corrupted in every day use would be encoded using the ASCI|I
standard. However, many other standards are used; most of them are similar to ASCII in
their structure. A future extension of this research would be to consider other text

encoding schemes.

Working with ASCI|I is beneficial in attempting to reconstruct corrupted text files.
As explained below, the inherent properties of ASCII provide information that is useful

in recovering a corrupted file.



Dec Hxdct Char Dec Hx Oct Himl Chr  [Dec Hx Oct Himl Chr] Dec Hx Oct Hirml Chr

0O 0 000 NUL frmll) 32 20 040 &#3Z; Space| 64 40 100 s#6d; [ 96 A0 140 &#96;

1 1 001 %0H (start of heading) 33 21 041 &#33; ! 65 41 101 #6535 L | 97 61 141 &#37: &

2 2 002 5TX (start of text) 34 22 042 &#34r 7 66 42 102 &#66; E 08 62 142 &#95; b

3 3 003 ETX (end of text) 35 Z3 043 &#35; # 67 43 103 &#67; C 99 63 143 &#99; C

4 4 004 EOT {end of transmission) 36 24 044 &#3607 § 68 44 104 «#&8; D (100 64 144 &#l00; d

5 5 005 ENQ (engquiry) 37 25 045 &#37r % 69 45 105 «#69; E |101 65 145 &#101;

6 6 006 ACK [acknowledge) 38 26 046 #3857 & 70 46 106 «#70: F (102 66 145 «#l02; €

7 7 007 EEL (bell) 39 27 047 &§39; " 71 47 107 «#71; G |103 67 147 &#l03; O

5 & 0l0 BE: (backspace) 40 28 050 &#407 | 72 48 110 s#72; H |104 68 150 s#104; h

9 9 011 TAE (horizontal tahb) 41 29 051 &«#41l; ) 7% 49 111 &#73; I |105 69 151 &#l05; 1
10 &4 012 LF (NL line feed, new line)| 42 24 052 &#da: * 74 44 112 «£74; T |10 64 152 &#106; ]
11 B 013 VT (wertical tab) 4% ZE 053 &#43; + 75 4E 113 «#75; E |107 6B 153 &#107; k
12 C 0l4 FF (NP form feed, new page)| 44 2C 054 &§44; , 76 4C 114 &#76: L [108 6C 154 &#108; 1
13 D 0l5 CR (carriage return) 45 ZD 055 &fd5; - 77 4D 115 &#77; M (109 6D 155 &#109; m
14 E 016 30 (shift out) 46 ZE 056 &#d46:7 . 78 4E 116 &#73; N |110 6E 156 &#110; n
15 F 017 3I (shift in) 47 ZF 057 «#47; / 79 4F 117 &«#79; 0 |111 6F 157 &#lll; o
16 10 020 DLE (data link escape) 45 30 060 &#45; 0 80 50 120 &#80; F |11Z 70 160 &#Ll1Z; D
17 11 021 DC1l (dewvice control 1) 49 31 061 &#4%9; 1 g1 51 121 &#81; 0 |113 71 161 &#1l13; o
15 12 022 DCZ (dewice control Z2) 50 32 062 &#50; 2 82 52 122 &#8Z; B [114 72 162 &#lld; ¢
19 13 023 DC3 [(device control 3) 51 33 063 &#51; 3 83 53 123 &#83; 5 |115 73 163 &#ll5; =
20 14 024 DC4 (dewvice control 4) 52 34 064 &«#52; 4 84 54 124 584 T [ll6 74 164 &#lle6; ©
21 15 025 NAE (negative acknowledge) 53 35 065 &#53: 5 85 55 125 &#85; U |L17 75 165 &#117: u
22 16 026 2YN (synchronous idle) 54 36 066 &#5d; © g6 56 126 &«#86; ¥V |118 76 lée &#Ll1l3; v
23 17 027 ETE (end of trans. block) 55 37 0a7 &#55: 7 87 57 127 &#87; W |119 77 167 &#1l19; W
Z4 18 030 CAN [cancel) E& 38 070 &#56; 8 88 58 130 &#88; X |120 78 170 &#120; X
25 19 031 EM  (end of medium) 57 39 071 &#57: 9 89 59 131 &#89; ¥ |121 79 171 &#lZ1; ¥
Z6 14 032 3UE (substitute) ES 3h 072 #5587 ¢ 90 54 132 &#%90; £ |122 ThA 172 &#l2Z; 2
27 1B 033 E3C (escape) 59 3E 073 &#59; ; 91 5B 133 &#91; [ |123 7B 173 &#123; {
28 1C 034 F3 (file separator) 60 3C 074 &#60; < 92 EC 134 &#92; N |124 7C 174 &#124;
29 1D 035 G5 (group sSeparator) 6l 3D 075 &#6l: = 9% 5D 135 &#93; 1 (125 7D 175 &#125; )
30 1E D36 RS  (record separator) 62 3E 076 &#62: > 94 S5E 136 &#94: ~ |126 7E 176 &#l26; ~
31 1F 037 U3 [(unit separator) 63 3F 077 &#63: ¢ 95 5F 137 &#95; _ [127 7F 177 &#127; DEL

Source: www.asciitable.com

128 © 144 E 161 i 177 & 193 L 200 - 225 B 241 +

129 14 145 =] 162 a 178 ﬁ 194+ 210 2a T 242 =

130 é 146 E 163 n 179 | 195 F 211 L 227 @ 243 =

131 i 147 fu] lad # 120 198 — 212 L 18 = 244 i
132 i 145 [u] 165 H 121 q 197 4 213 F 119 o 245

133 i 149 & laa  # 122 195 E 214 T 230 8 28 =
134 3 150 10 187 = 183 4 199 [F 215§ 23 T 247 =

135 7 151 L1 168 4 184 3 200 L 2+ 232 & 2 =

136 g 152 la® 185 2m F 217 4 233 @ 249

137 £ 153 & 170 o 18a I 2 4L 218 r 234 o 250

132 & 154 0O 171 & 187 g 208 219 B 235 & 5 of
139 i 156 £ 172 ig lgg 4 204 | 220 236 o 252
140 1 TaiE e 173 i lza 1 s = 221 | 237 4 253 =

141 i 152 174w« 190 4 pr I 222 | IR 254 W
142 A 159 f 175 191 1 07 L 223 = 238 255

143 A 160 4 176 192 L 208 L 324 240 =

Table 2.1 ASCII representation (www.asciitable.com)

10

Source: www.asciitable.com



ASCII ishighly structured. It groups relevant bits very close to one another. As
the charts above show, the majority of the bit combinations alowed by ASCII do not
encode into characters used in text files. Instead both the of the first thirty-two bit
combinations (those of 0 to 31) and of the entire upper 128 (those of 128 to 255) are
letters not commonly used, punctuation, digits, or commenting marks. Additionally
noteworthy are two other points: First, lowercase (97 to 122) and uppercase (65 to 90)
letters differ only by one bit, essentially making a corruption from one to the other easily
reversible. Second, the space character, by far the most frequent character in most files,
isfar, bit-distance wise, from frequently used characters such asletters. None of the
valuesthat are only one bit removed from a space (‘ 32') are used frequently when
compared with the lowercase | etters that make up most words: ‘& (160), ‘™ (96), NULL

(0), ‘0" (48), ‘(* (40), ‘% (36), " (34),'!" (33).

2.4  Preprocessing I ssues

Preprocessing is important in making the genetic algorithm’sjob easier.  The
main questions in deciding how to preprocess corrupt files for input to the genetic

algorithm were as follows:

1. How can we determine the corruption level of an input file?
2. Can the corruption level be reduced during preprocessing? If so, then how?
3. What size of text chunk should be sent to the genetic algorithm?

4. How should the file be partitioned into that size chunks?

11



2.5  DeterminingtheLeve of Corruption

Our model of corruption assumes each bit is randomly corrupted with afixed
probability. Thereisaways achance that the origina character will come through
uncorrupted in the corrupted file. The statistical model for handling these cases, and in
fact any probability case regarding random independent events, is a sequence of

Bernoulli trids:

f(x)=PlX =x]= z p —p)—~

n = afixed number of Bernoulli trials
p = the probability of successin eachtria
X =the number of successesin ntrials

Figure 2.1 Bernoulli trial formula

Estimating the corruption level requires finding something that happens with
regular frequency, which can be used as a gauge. The frequency of uncorrupted
occurrences of the gauge in the corrupted file, and of (estimated) occurrences of the
gauge with one bit corrupted serve as two percentages which could be charted in relation
to auniversal average, and the Bernoulli probability extrapolated from those two
measurements. The extrapolated probability would then become the estimate for the

file's corruption.

Initial efforts considered spaces as a possible gauge character. We initially

considered analyzing the number of spaces, and close-to-space characters (one bit

12



difference with a space) in afile, and then comparing that number with the statistical
average of how many spaces should be in afile of that length (something that could be
derived from the average number of words in a sentence and lettersin aword). The
further the actual number was from the average number, the more corrupted the file must

be.

The problem with this approach was that it depends on the length of the file and
the number of spacesin thefile. Both of these values could vary wildly from any

constant average ratio used in the estimation.

The solution to this problem eventually came in the form of another procedure
already being applied to the top order bits of each character. Because ASCII was set up
originally with 7 bits, al of the keyboard characters are located in the lower 128 possible
bit combinations encoded with values between ‘00000000’ to ‘01111111'. This means
that no characters from the original uncorrupted input file could possibly have its high-
order bit setto 1. Any such higher order bit can be considered corrupt and safely set to 0.
This provides a quick way to reduce the overall file's corruption level by 12.5% (or 1/8™).
On average, 1/8™ of the bits that were corrupted in each file would occur in this top order
bit. This observation also provides a solution to getting an estimate for the corruption
level: In addition to switching the top order bits back from ‘1’ to ‘0’, we count the
number of times the high-order bit was equal to onein the entire file and divide by the
number of characters. This provides a much sharper gauge for measuring corruption than

estimating the number of spaces that should occur.

13



Itisstill possible that this method could not work for a specific input. There
could be afilethat is 87.5% corrupted, but has no corruption in the top order bits. In this
case, this check would yield a 0.0% corruption score. However, thisisastatistical long
shot, an estimate of 0.0% corruption would occur far less frequently than the outliers that

would cause a breakdown of the original estimation idea based on spaces.

With the top order bit reversed, the file that was, on average, 12.5% less corrupt
than the original. To get an estimated corruption value of the file with corrected high

order bitsthe original corruption estimate can be multiplied by .875 (7/8).

2.6  Scrolling windows and end-of-sentence profile matching

Another goa of preprocessing isto break the input into chunks that a genetic
algorithm can handle. Three basic units suggest themselves: the entire file, sentences,
and single words. A genetic algorithm popul ated with specimens the size of the entire
filewould clearly use too many computer resources, and would likely run too slowly to

be effective.

On the other end of the spectrum, single words would be too hard and imprecise
to identify, the only way of identifying aword being a search for the space characters and
close-to-space characters around the word. This might not be a problem in low
corruption level files, but as the corruption level rose the spaces would become less
distinguishable from other characters. None of the close-to-space characters to which
spaces would be corrupted at low corruption rates are commonly used characters. But as

the corruption level rises, spaces could frequently end up with two or more corrupted bits,

14



making them hard to identify. Moreover, in alarge text it becomes more likely that a
single word could have a corruption value that fluctuated far away from the estimated

average of thefile, bringing back the fear of a statistical outlier problem.

Thethird aternative is sentences. Thisisagood alternative to the other two
choices for two main reasons: First, the end of sentences would be easier to pick out of a
corrupted file than a space at the end of every word. Because sentences would be typed
and be back-to-back, we have assumed all sentence ending/beginning combinations
would have astandard format. That is, al sentences would end with a punctuation mark,
and if another sentence followed, then the next three characters after the punctuation
would be a‘space’, ‘space’, and a‘ capital letter’, the capital letter starting the next
sentence. Second, sentences are a reasonable size that does not require too many

resources in the genetic algorithm.

Given that the input would be broken into sentences, we needed to make a search
of some sort that would look through the file for a (possibly corrupted) profile matching
the pattern: ‘ punctuation’, ‘space’, ‘space’, ‘capital letter’. Because of time constraints

we were forced to look only at the case where al punctuation is periods.

The method for finding the end/beginning of a sentence is straightforward. We
knew what a period, a space and a capital letter should all 1ook like bitwise because they
all had standard ASCII inputs. The period and the spaces all had an exact 8-bit profile,

and all capital letters had the same three top order bits.

15



The program for separating sentences looks through the entire file, looking four
characters at atime, and measures the bit-distance (number of bits different) of the
charactersin the window from a period, a space or a capital letter. Weights are assigned
to the distances for each character. These weights were set initialy to 6, 8, 8, 5, and 3 for
the period, space, space, top order capital letter bits, and lower order capital letter bits
respectively, with the idea that statistic analysis could be done to optimize them later.
However, these initial weightings gave very distinct distances between four character
entries that were the end of sentences and four character entries that weren’t. The values
were so good that it was easy to set athreshold separating virtually all end-of-sentence

sequences and statistical optimization was not done.

ORIGINAL FILE:

This is the test file for ny honors thesis. This sentance
will be ny all around test sentence. This is the |ast
sent ence.

CORRUPTED TO APPROX 15% CORRUPTION (ACTUAL CORRUPTION IS
0.169355):
vXhr I w r HIOXmgpl vXj A f oBXmy! XoooVX xXeaqwX
A4T( i Xdwe9t anwe™ gXXl XXa eyO0’ | | Xasmu, n06dr XXsen$-
"m !X yXXXqOvhX ) hX5X3%X| L\ XX~X

AFTER PREPROCESSING (TOP ORDER BIT SWITCHED BACK):
vhhr * 1w r HdO| mgpl vij A f oB' nmy! hoooVa xheaqgw.
4T(i cdwe9t anwe™ gi Xl hba ey0" | | Xasmu, n06dr vpsen$-

"m !X ysX)qOvh ")YhR5$3% | L\ #! ~X

SCROLLING WINDOW SEARCHING FOR END OF SENTENCES:
vhhr > I w r HdO| ngpl vi j A f oB' ny! hoooVa xheagw. Found. C

AT(i cdwe9t anwe™ gi Xl hba ey0' I | Xasru, n06dr vpsen$-."m
Found . C

I X ysX) gOvhX ) hR6$3% | L\ #
We assume that the end of the file also ends with a sentence but because the diding
window doesn't detect a space, space, capital |etter after the last character it does not
output the “Found . C" The following is one example done to 15% corruption: (an X
denotes a character that was unprintable; a“._ C” denotesthe end of a sentence.)
Table 2.2 Example of End of Sentence Search

2 Note that the program only works to a high probability. Thereis no guarantee that it will return the end of
every sentence.
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Note that, depending on the level of corruption of the file, the weightings of the
breakpoint values may need to change. This makes sense because the more corrupt a
sentence is, the more likely it is that characters that are not an end-of-sentence will look

like an end-of-sentence.

2.7  Optimization and Deflection Criterion

While there was not time to optimize the weighting coefficients involved in the
in the sentence breaking algorithm, we note that it can be done using a statistical tool

called a deflection criterion.

The analysis will involve computing the average values of all positive end-of-
sentence matches of each weight as well as the average values for al non-end-of-
sentences and computing the maximum of that difference of the two over the variance of

the statistic that the weights define.®

% Thanks to Professor Michael Frey for explaining the deflection criterion to us and for his overall helpin
the optimization area.
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Chapter 3

Genetic Algorithm

The second part of the thesis, described in this chapter, can be thought of asa
corrupted sentence reconstructor. Asinput, it takes a corrupt sentence and an estimated
corruption level (the outputs of the algorithm described in Chapter 2). Experiments have
shown that the genetic algorithm output good results at 15% corruption, but we expect to
see poorer returns at a higher corruption level. However, our surmiseisthat this part of
the algorithm is aso better at lower corruption percentages and becomes imprecise at

higher ones.

This chapter is divided into eight sections. In sections 3.1 and 3.2 we discuss the
background of the problem and lay out some key assumptions about the nature of the
input. In sections 3.3, we discuss the questions we had to answer in order to develop the
algorithm. And in sections 3.4, 3.5, 3.6 and 3.7, we discuss the building of the algorithm.
In section 3.8, we offer possible areas for optimizing the algorithm along with an

example of our results.
3.1  Standard Genetic Algorithms

Genetic algorithms are heuristic algorithms that use the idea of genetic
recombination and mutation to produce ‘ populations’ of solutions to a problem that

‘mate’ with each other to produce new (and over a sequence of generations) better

18



solutions. Many problems that computer scientists encounter are very hard to solve.
Some of these problems, commonly called NP-hard problems, a subset of which are NP-
Complete problems, have no known efficient solution process (i.e., no algorithm that
returns a solution in atime that is polynomia with respect to the size of theinput). While
no efficient process exists for generating an optimal solution al of the time to an NP-hard
problem, many NP-hard problems can be solved efficiently much of the time to near
optimality using aheuristic. A heuristic is a solution-generating process that gives near
optimal solutions a high percentage of the time. However, there is no guarantee that a

heuristic will ever give a near-optimal solution at all.

The grand idea behind genetic algorithms is the survival of the fittest, essentially
evolution. Inrea life, aspeciesof animal or plant, etc. will begin to die off over timeif a
more dominant species is competing with it for the same resources. The weakest
specimens of the species start to die off first, while the stronger ones survive and continue
to breed. Over time the strong mate with the strong and produce even stronger, or fitter,
specimens, and the species adapts to the challenges by evolving a population better able
to compete. Genetic agorithmstry to mimic this action of nature. They take solutionsto
problems and, by controlling the death and breeding of the specimens, influence the

population to become collectively and individually fitter [6].

Every genetic algorithm has three basic elements. There must first be a group of
solutions to a problem, called the population. Secondly, there must be away of
measuring solutions against each other and determining which solution is best, or most

fit. Thisiscalled afitnesstest or fitness function. And lastly, there must be away of
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combining together different solutions from any one population to produce new solutions,
called breeding or mating. By continuously breeding the fit specimens of each

population with each other the hope is to produce even more fit specimens [6].

The most important aspect of any genetic algorithm then becomes the fitness

function that defines what makes a fit solution and what makes for an unfit solution [6].

It should also be noted that many genetic algorithms imitate nature by introducing
mutations into child populations, small discrepancies that were not present in either of the
parent solutions, hoping, as with nature, to produce a higher fitnessin a specimen merely

by chance[6].

In order to specify the fitness function for the problem of recovering texts, it is

necessary to understand the domain and its definition.

3.2  Questions Moving Forward with the Algorithm

The main questions to be answered in writing the genetic algorithm can be

summarized as follows;

1. How would we make our initial population?

2. How would we breed the populations of solutions?

3. What should the data structure of the genetic algorithm look like?

4. What should we give high fitness values to in our fitness function?

5. What type of other abilities would we give our genetic algorithm? and,

6. How could we get the best optimization of our genetic agorithm?

20



3.3  Creating and Breeding a Population

Because the genetic al gorithm receives a single sentence from the sentence
breaking function, that specimen serves as the solitary parent to the first generation of
specimens. The genetic algorithm also receives an estimate of the level of corruption of
thefile, and by extension, of the sentence. To produce a population, the user is alowed
to define the size of the algorithm’ s population. Then, each member of the population is
created by making a corrupted version of the initial specification, subjecting each bit of

the input to the estimated level of corruption.

ESTIMATED
OF CORR OoN

IMPUT SPECIMEN T GENETIC ALGORITHII
FROM SENTENCE PARSEE

.g.»—; SPECIMENS TN NEWLY MADE POPULATION

PLANE OF POSSIELE LETTER COMBIINATIONS

Figure 3.1 2-D Representation of Character Combinations
While many of the new corruptions would take many specimens of the new population

even further away from the original uncorrupted value, afew would inevitably be
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positioned very close to the origina uncorrupted value (seefig 3.1). The fitness function

would then be responsible for sorting the closer ones from the farther ones.

Because the problem deal s with sentences made up of characters, we decided to
breed specimens together by randomly selecting a point and cutting two specimens at that
point and switching all the characters that followed that point. Thisisin contrast to
randomly selecting a bit, which could lie in the middle of a character and switching all

bits that follow that point.

Given the choices above a data structure should house the population and
facilitate the breeding of the population. Moreover, it had to be robust enough to allow
for changes later in the genetic algorithm without requiring the entire data structure be
revamped. Thus each specimen was given four different arrays to contain four different

sets of data particular to each specimen:

1. A character array to hold the specimen’ s version of the sentence.

2. Aninteger array of the same length as the first array. Thiswould hold the bit-
wise distance that each character was from the original input specimen.

3. An array of floating point values of the same length, to hold the fitness value
for each character in the specimen. And finally,

4. Another float array of eight timesthe length of the previous arrays. This
would hold amutation statistic for each bit in the array. (Thisinformation was

not used in the algorithm described in this paper but was put in for future use.)
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Along with the four arrays, the genetic algorithm has to have efficient access to
two statistics for each specimen: the overall fitness value and the corruption level (bit-
wise difference from the inputted sentence to the genetic algorithm). Along with the four

arrays, these six data members made up the data structure for our genetic al gorithm.

34 Word Matching: TheBasisfor a Fitness Function

Our initial ideafor the fitness function was to assign a high fitness value to any
sentence that included actual words, the more words the higher the fitness score, and very
high fitness for any sentence that was grammatically correct; our assumption being that,
in order to be grammatically correct a sentence must first contain all real words.
Unfortunately, an open source grammar checker was not available, so we had to remove

that from the scope of the fitness function.

Characters were given a separate fitness scores depending on whether or not they
were contained within aword, and the total sentence’ s fitness score was determined by
summing up fitness score of each character in the sentence. This, of course, depended
upon the fitness function being able to quickly determine if something was or was not a

word.

To search out words in each specimen we briefly considered using a scrolling
window, much like the one used in the sentence parser of Chapter 2. However, we
decided that this method would take too much time per specimen as we would have to

have multiple windows of different sizes for words of different sizes.

23



Instead, we focused on specimen properties. A group of characters was checked
to seeif it wasaword if the group of characters had a space on both sides. Thisway the
exact length of a potential word was known, and it could be accessed immediately. If a
group of characters was aword, then the letters in the word along with the spaces
surrounding the word would have their individual fitnesses increased in the fitness array.
To ad the fitness function, a small fitness value was assigned to any space that did not
have aword on either side of it. Thisway theinitial generations of the population would
breed together; those sentences would have spaces within them and those spaces would

propagate until the middle sections between the spaces would eventually become words.

3.5 Dictionary and Hash Table

To accomplish the goal testing if a string was aword, we first found the largest
free dictionary/word bank available on the internet. It was broken up into 22 different

files, and each file was used to create a hash table for a different word length [2].

To test if agroup of characters was aword, the hash table for the appropriate

word length was checked to seeif the group of characterswasinit.

3.6  Overview of the Genetic Algorithm

The genetic a gorithm implemented for this thesis performs the operations
described above in the following order (the class and method names refer to code
provided in Appendix C; agraphical representation of the data structure can also be

found there):
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1. Theuser declares a GenAlg object: ortext (a data member holding the input

(original) text) array defined.

1.1. The GenAlg object calls Randomize: using ortext along with its
estimated corruption value X, a new population, sized by the user as
‘populationsize’, is made by flipping bits using a random corruption rate
specified in the ‘target’ array. Target currently is set to the percentage X
for al bits other than top order ones.

1.2. For each specimen in Population:

1.2.1. Randomize calls Distance: Measures the bitwise distance for
each character from ortext. Computes the corruption level as
measured from ortext by summing across the Distance array.

1.2.2. Randomizecals TargetCH: Computes mutation targets by
increasing mutation probability of each character in array if more
mutation is desired.

1.2.3. Randomize calls Fithess: Computes Fitness of each character
based on fitness function. Sums array to compute fitnessval ue for
each specimen.

1.2.4. RandomizecalsOrder: Sortsthe population based on
fitnessvalues of specimens.

1.3. GenAlg cals Breed for user input ‘ generations’ iterations.

1.3.1. For each iteration of Breed and for each specimen pair in
population, Breed randomly selects pivot point for neighboring

specimens and swaps tails
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1.3.1.1.Breed calls Mutate on both specimensin breeding pair:
Randomly selects one position in specimen. Generates mask
based upon TargetCH array. Applies mask to selected character.
If the result is not a printable character the character revertsto
pre-mask state.

1.3.1.2.Breed calls Distance on both specimens in breeding pair:
Distance works as described above 1.2.1.

1.3.1.3.Breed calls TargetCH on both specimens in breeding pair:
TargetCH works as described above 1.2.2.

1.3.1.4.Breed calls Fitness on both specimens in breeding pair:
Fitness works as described above 1.2.3.

1.3.1.5.Breed cals Order: First orders new child population based
upon fitness, then creates a new population based upon parent
population and child population without causing elitism. It does
this by choosing the higher fitness specimen from either
population making sure that only one specimen of any particular
fitness value is selected from the parent population (to avoid

dlitism).

3.8 Additional Considerations

With the basis of the genetic algorithm set, we considered adding functions and

breeding practices that would refine the genetic algorithm and improve its performance.
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One breeding practice experimented with was two different forms of elitism.
Elitism is a Genetic Algorithms practice where the best of the specimens from the
previous generation are allowed to exist through to the next generation. Initially, we took
this practice to an extreme, although unintentionally, by taking the top fitness specimens,
regardless of whether the specimen had come from the child or the parent population. A
consequence of doing thiswasto fill up the population with a significant number of
copies of the highest fitness-valued specimen was, especialy if it remained the highest
valued specimen for afew generations. Thiswould cause a quick doubling of the top
specimen and over afew generations the purging of al other genetic solution material.
This negative consequence was immediately rectified once discovered, and the

performance of the genetic algorithm improved substantially.

We also made slight changes with respect to mutation function. Instead of
mutating a given character in any direction, we only allowed mutations that would take
the character to another character. Thiswas donein theinitial creation of the population

and in subsequent individual mutations.

To optimize the fitness function, the weights assigned to actual words were
adjusted. Initially, every space received half a point, and one point was assigned to every
character of aword. Thisworked in getting smaller words, but words larger than 3 or 4
characters eluded the genetic algorithm. To counter this, the number of points assigned
to an actual word of more than 3 characters was increased; the longer the word, the more

points that word’ s letters get in the fitness function.
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We also observed that the genetic algorithm would start out on a good track but
would soon stray too far away from the estimated corruption level to be anywhere close
to the original uncorrupted sentence. In order to balance this, a multiple of the absolute
value of thefile's estimated corruption and the corruption level of the current specimen to
the input specimen was subtracted from the fitness of the current specimen. This allowed
the genetic algorithm to concentrate on specimens that were of an approximate distance

from input specimen as the estimate of the input specimen’sinitia corruption.

3.9 Performance of the Genetic Algorithm and Ideasfor Future

Qutput: hall bay nane ha not a Dr pi nary worn

Bitwise diff: 021005220000000120000000133105000000002 28
Oiginal:hello my nane is not a dictionary word 304 9.2%
Qut put: helns am nane ha nor a Dec a nary word

Bitwise diff: 00013021000000120002000120315000000000 24
Oiginal:hello my nane is not a dictionary word 304 7.9%
Qut put: hales as nane ha not a day a nary word

Bitwise diff: 01013021000000120000000012315000000000 23
Oiginal:hello my nane is not a dictionary word 304 7.6%

Table 3.1 Example of Genetic Algorithm Ouputs & Distance from Original

Notein figure 3.1 the genetic algorithm is able to reduce from around 12.5%
corruption to around 7.5%, where a significant portion of the corrupting bits remaining in
each specimen come from fal se positive spaces characters, and account for roughly 33%

of corrupted bits.

The genetic algorithm does very well in using each character to produce

specimens with all words. However, it has a hard time making larger words and thisin
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turn causes mediocre corruption level scorein final specimens due to them containing

false positive spaces.

There is significant opportunity to improve upon the genetic algorithm. One area
for future research would be the incorporation of context-specific information into the
fitness function. In developing a specific fitness function for specific users, agenetic

algorithm could be tailored to individuals and quite possibly made better.

Also, future genetic a gorithms could incorporate grammar checking into its
fitness function. In doing this the fitness function could change from word to word in the
same way that characters currently change. This however, would be dependent upon
having grammar checking software, which at this point in time, and is not freely
availbable. Also, future genetic algorithms could look at using common word pairings
and syllables. And, finally one future genetic algorithm might look at incorrectly spelled

words.
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Chapter 4

Application to Quantum Cryptography

Thethird part of thisthesisis areduction of a quantum encryption channel to a
corrupt text problem. The quantum encryption channel starts at an overall average
corruptness level of 50%. However, after the reduction the same problem is shown to
have an overall average corruptness level of 15% if defined in terms of a corrupted text

problem.

This chapter will cover abrief overview of quantum cryptography and termsin
section 4.1 along with Brassard and Bennett’ s protocol. It will then cover the differences
between quantum cryptography and other types of cryptography in 4.2. We will then
present my Quantum Cryptographical protocol in section 4.3. In Section 4.4, we will
show the reduction of our protocol to atransmission protocol based on Brassard and
Bennett’ s key exchange protocol and then of that protocol to a 15% corruption level (on
average) text file. In 4.5, we offer some suggestions to make Quantum Cryptography

safer.
4.1  Overview of Quantum Cryptography and Terms
Quantum cryptography, an encryption process the author first learned about in the

“Introduction to Analysis of Algorithms” course, relies on the exploitation of quantum
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mechanical phenomena such as the uncertainty principle or the violation of a Bell
inequality to encode datain away that is statistically very secure from eavesdroppers, or
unwanted listenerg[1]. Quantum encryption uses light photons to send bits of
information. Light photons, like other traveling particles or waves, can be observed to
determine their properties. The wavelength, amplitude, and intensity of a photon of light
can all be measured without changing the photon. However, it is theoretically impossible
to measure the polarization of alight photon without the possibility of changing the
polarization of the photon, unless the measurer knows exactly what polarization the
photon already has. The measurement isonly precise if the photon and filtering detector
are perfectly aligned.

At this point in time, quantum cryptography can only be practiced over relatively
short distances, and has difficulty in trying to send a message through an area of other
light photons. For the most part it is still initsinfancy [7].

In guantum cryptography, a sender (traditionally called Alice) and receiver
(traditionally called Bob) agree upon arandom pattern of photon polarization orientations
allowed within an agreed-upon protocol to send and receive light photons. This random
pattern becomes an ‘ encryption key' between a sender and areceiver. Oncein place, the
encryption key can be used to encrypt and pass information via a transmission protocol
from the sender to the receiver with an incredibly small chance of being successfully

eavesdropped upon by athird party (traditionally caled Eve) [2].

The first quantum cryptography protocol was developed by Gilles Brassard and
Charles Bennett to transmit a secure key. Their protocol stipulated that Alice would send

bitsto Bob in either a horizontal/vertical orientation or a diagonal-left/diagonal -right
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orientation. Alice sends bits, choosing orientations at random, Bob observes orienting
receiver at random. Alice and Bob then communicate over aline of communication
(separate from the quantum encryption line) about the orientations of the bits during the
random bit sending, either horizontal/vertical or diagonal |eft/diagonal right. Because
they were only working with two orientations, about half the time the orientations of
Alice and Bob would be mismatched and discarded, but of the times that they both shared
the same orientation they would use the bits that were sent and received during those
exchanges. They would not, however, discuss what the bit was during those in-phase
communications. They would then use the in-phase bits as an encryption key and

continue communicating using this encryption key.

receiver
BOB
rectilinear E':l_‘"‘
detecrtor scheme |'__Jh L
i_\__i"‘
diagonal detector el
scheme =]
sender St T.f? 5
ALICE ; i -,F--ff-{" b
5 AN et o

rectilinear

SR _ |
polarization filters | t__j
; | =

u'irl.gnna.] ‘-~| o e - ey g = £
polanzation filters | / : ; g X"?A_‘# > |

ALICE"s bit sequence 1 (4] 1 1 o] [9] 1 1 0 (8] 1 1

BOB’s detection scheme B3 EZ =] -+ B EBEB = E2 EH >
BOB's measurcments 1 (0] (4] 1 o O 1 1 (e} Q o] 1

Retained bit sequence 1 - - 1 o o - 1 0 (8] -

Figure 76 Alice transmits a series of 1% and 0’s to Bob. Each 1 and each 0 is
represented by a polarized photon, according to either the rectilinear
(horizontal/vertical) or diagonal polarization scheme. Bob measures each photon using
either his rectilinear or his diagonal detector. He chooses the correct detector for the left-
most photon and correctly interprets it as 1. However, he chooses the incorrect detector
for the next photon. He happens to interpret it correctly as O, but this bit is nevertheless
later discarded because Bob cannot be sure that he has measured it correctly.

Figure 4.1Brassard and Bennett's Key Exchange: Figure taken from [7]
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4.2  Quantum Cryptography vs. Other types of Cryptography

The major difference between quantum cryptography and other types of
cryptography isin their respective regard for eavesdroppers (Eve). Inthe more
commonly used encryption protocols such as RSA public key cryptography, (the protocol
used by most secure internet sites) theideais that any message that is sent or received
could, in fact, be intercepted by Eve without Alice or Bob ever knowing [2]. Because of
this, Alice and Bob have to rely on the strength of the encryption they use to deter Eve
from trying to gain the information. Eve would have to spend countless years trying to
use ‘brute force' to open even the most basic RSA public key cryptography used by any

Internet website.

However, quantum cryptography uses a different strength to prevent Eve from
obtaining the message. Quantum cryptography uses photons of light to send its message.
It also istheoretically impossible to measure the polarization of these photons without
possibly changing them, unless the original orientation is known. Because Alice and Bob
can agree upon an encryption key without letting Eve know what the encryption key is,
Eve has no was of knowing how to orient the photon detectors as the bits are being sent.
Should Eve eavesdrop over future transmissions she will essentially be found out,
because she is altering the photons. That said, one could easily imagine a situation where
Alice and Bob set up an encryption key using the quantum channel and then leave it open
to communicate on it later in the day or week. In this scenario Alice and Bob would not

be expecting updates at any particular moment and so if Eve could intercept and decipher
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amessage being sent from Alice to Bob she could effectively re-encode it and send it

back on to Bob without either of them being the wiser thisis a Man-in-Middle attack [4].

4.3 M ock Protocol

My claimisthat if Alice and Bob did in fact use their new encryption key to
devised a pattern of orientations of the polarization filters on the quantum channel (a
transmission protocol) then their ensuing communications could be reduced to a

corrupted text problem where (on average) 15% of the bits are corrupted.

To demonstrate this, we initially thought about using Brassard and Bennett’ s two-
filter orientation, as a transmission protocol in addition to akey generating protocol,
which we would attempt to defeat. However, by using Brassard and Bennett' s original
protocol as atemplate, we set out to devise alonger protocol that could be established by
using two bits from the key to establish every one-transmission orientation. Inthis
protocol, Alice and Bob would switch back and forth between not two, but four possible
filter orientations when sending bits. Each pair of key bits could be used as an indicator
of both vertical/horizontal vs. diagonal detector orientation and also zero/one receiving
orientation. This protocol would effectively give Eve a50/50 probability of receiving

any one single bit of information correctly.



Figure 4.2 Trand ation scheme: 2-bits encryption key per 1-bit transmission

4.4  Susceptibility to Corrupted File Recovery

Still, this revised protocol, which offers a 50% overall probability of correctly
receiving and identifying any given bit in the file, in comparison with the eighty-
five/fifteen overall probability, aswill be explained below, of the more simple Brassard
and Bennett based transmission protocol. This new transmission protocol is susceptible

to analysis that on average will yield an eighty-five percent correct bit reception.

Polarized light obeys the laws of physics. Specificaly, if thereis aphoton and a
filter that are not in perfect alignment there is arelationship between the size of the angle
between the filter and the photon’ s polarization and the probability that the photo with go

through the filter. The precise formulais:

| =cosh20,
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where | isthe probability of the photon’s successful passage through the filter [8], and, ©

is the angle between the photon and the filter.

This meansthat if Eve had a horizontal/vertica filter in place when a diagonal
photon came through then Eve would have a cos(45 degrees )2 (or 50%) chance of
correctly identifying the bit. However, if Eve tilted her filter to an angle in-between the
horizontal/vertical and the diagonal filter, then she would have a cos(22.5)"2 (or 85.36%)

chance of getting every bit sent.

130

270

Figure 4.3 Vertical/Horizontal — Diagonal photon splitting orientation
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By doing this, Eve could receive 85% of the bits correctly for atransfer scheme
based on Brassard and Bennett’ s two orientations. (i.e., a situation where 85% of the bits
are correct and 15% of the bits are incorrect, or rather 15% corruption). Thus, since the
problem can be reduced to a 15% corrupted text file reconstruction, the encryption can be

cracked.

To defeat the four orientations scheme explained earlier, Eve needs to know one
more piece of information. Namely, she has to know the length of the encryption key
that Alice and Bob are using. Thisisrealistic because Alice and Bob had to speak over a
communication line that was not the quantum line, in order to discuss the key’s
orientations. So al Eve has to do is monitor that communication and see how many

orientations Alice and Bob have in common.

Knowing this piece of information, Eve can monitor the first of every eight bits
transmitted and know that each first bit should be zero 85% of the time and one 15% of
thetime. Thisis because (as discussed in chapter 2) the high level bit isaways zero in
our predefined set of input texts. Unlessthe key is perfectly divisible by 8 or vice-versa,
the top order bit will wander over different positionsin the key, providing a meansto
detect the encoding relative to the orientation of the receiver (one up, or zero up) is.
Should the key be too short or for some other reason the bit columns are not exposed top
order bit method, the rest of the bits can be guessed. There should only be afew
combinations of the bit columns (as each time the key repeats al values deciphered by

that position in the key will be of the same orientation).
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Essentially if Eveis given this harder version of the Brassard and Bennett based
transmission protocol, she can still get 85% of the bits correct. Thisis because all values
interpreted by the same position of the key will always have the same orientation. By
lining up al values interpreted by the same position of the key, Eve will have all values
for that position either be approx 85% correct or 15% correct. By using the top bit
analysis discussed above, she can flip all bits received from one key position that is
shown to have 15% of its bits correct (by flipping these bits 15% correct will switch to

85% correct).

45  Suggested Protocol Modifications

The first and most obvious thing to change about the protocol isto not use the
guantum channel after it has been used to make akey. Eve can’'t know what the key is,
but because Eve could know the length of the key, it would be possible for her to reduce

atransmission from Alice to Bob into a 15% corrupted text problem.

Another obvious change to the protocol would be to not use ASCII to transmit
any information over the channel. It isonly possible to decrypt the transmission because
they are encoded in ASCII. A more compact coding scheme would aid in reducing this

decryption possibility.

Finally, Alice and Bob could use very long keysin conjunction with the four
orientations method to prevent Eve from getting enough statistical information to decode

the transmitted file.
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Chapter 5

Conclusion

Corruption is a problem because whenever computer information is transmitted
from one place to another it is subject to random noise, and the bits conveying the
information may be received as the opposite value from their intended one. Thisleadsto
various problems in the computer world such as corrupt files, noise in audio channels,
etc. Thisthesis proposed anew approach to solving these problems by being able to
reconstruct afile after you have obtained it partially corrupted. It isour belief that all of
thisresearch is new and, barring an unfound research document surfacing, itisalsoina
totally new line of research.

This thesis reconstructs corrupted files through the use of genetic algorithms and
analysis of ASCII text. A genetic algorithm is aheuristic process that uses the idea of
genetic recombination and mutation to produce ‘ populations’ of solutions to a problem
that ‘mate’ with each other to produce new (and over a sequence of generations) better
solutions. Also part of thisthesis analysisis the use of the ASCII encoding, which this
thesis has shown to have intrinsic qualities that aid in reconstructing texts.

Specifically, through analysis of ASCII we successfully broke files corrupted at a
15% rate into their sentences. Thus, breaking corrupted files into sentences can occur
very cleanly. Additionally, in doing our experimentation we found that the profile of an

end of sentence is sufficiently noticeable to have the algorithm identify them without full
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optimization of algorithm parameters. Moreover, the genetic agorithm used by this
thesisis able to reduce a 15% overall corruptness level of an input specimen back
towards its original words. Most strikingly, the genetic algorithm returns a specimen
with al words. Also, asignificant portion of the remaining corruptedness of a specimen
islocalized to false positive spaces. All of this alows for a percentage corruption drop
from an initial 15% corruption down to 7.5% corruption, and, should the false positive
spaces be removed, a corruption rate below 5%

One application of this genetic algorithm is deciphering quantum encryption
transmissions. Thisthesis has shown that simple transmission protocols based on
guantum cryptography are not as secure as simple analysis might imply.

This thesis showed, using two different protocols, how the problem of decrypting
a quantum encryption transmission, reduces to the problem of reconstructing corrupted
text. Thefirst protocol, based on Brassard and Bennett’ s quantum key encryption
method, can be reduced by orienting a detector between those of the two positions being
used by the sender and receiver. The second protocol, slightly more complex, can be
reduced to the first protocol by knowing the key length, and making use of the fact that
ASCII’stop order bit is constant over our assumed set of input.

One areafor future research, to be incorporated into a genetic a gorithm, would be
the use of context specific information. Also, future genetic algorithms could incorporate
grammar checking into its fitness function. Still another future genetic algorithm could
look at using common word pairings and syllables. And, finally, one future genetic
algorithm might look at incorrectly spelled words.

Taken in total, thisthesis makes strong initia stridesinto this area of research.
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Appendix A

Corruption Implementation

**********CO rru p t er. h *kkkkkkkk

/I Corrupter.h
/I IPhillips Honors Thesis, Fall 2000

/I specification file for Corrupter class

#ifndef CORRUPTER_H
#define CORRUPTER_H
#include <string>

using namespace std;

class Corrupter {
public:
Corrupter(void);
/I Purpose: create corrupter

~Corrupter(void);
/I Purpose: free dynamically allocated memory. Delete corrupter.

void Setinfile(void);

/I Purpose: ask user to specify the file to corrupt. Set infile to this
/l value

/I Pre: none

/I Post: infile is set to specified value of input from user.

void Setoutfile(void);

/I Purpose: ask user to specify the file to print corrupted file to. Set
/I outfile to this value

/I Pre: none

/I Post: outfile is set to specified value of input from user.

void Setpercor(void);

/I Purpose: ask user to set the percent of corruption for the file
/I Pre: none

/I Post: percor is set to specified value of input from user.

char* Getinfilename(void);
/I Purpose: allow user to check what file is corrupted.
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/I Pre: infile is initialized.
/I Post: return infile.

char* Getoutfilename(void);

/I Purpose: allow user to check what file is being printed to.
/I Pre: outfile is initialized.

/I Post: return oultfile.

int Getpercor(void);

/I Purpose: allow user to check what percor value is set to.
/I Pre: percor is initialized.

/I Post: return percor.

char* Getcortext(void);

/I Purpose: allow cortext array to be transfered to other location.
/I Pre: cortext is initialized.

/I Post: return cortext.

void Corruptinfile(void);

/I Purpose: populate the characters of infile with random percor% corrupted
/I and store in character array cortext.

/I Pre: percor and infile are initiated.

/I Post: cortext contains the characters of infile with a random percor% of

/I them corrupted

void Cortoofile(void);

/I Purpose: print corrupted text (cortext) array to output file (outfile).
/I Pre: cortext is populated with a corrupted version of infile.

/I Post: file specified as outfile contains cortext.

void Ortoofile(void);

/I Purpose: print original text (original) array to output file (outfile).
/I Pre: original is populated with the original version of infile.

/I Post: file specified as outfile contains original.

void Cortoscreen(void);

/I Purpose: print corrupted text (cortext) array to screen.

/I Pre: cortext is populated with a corrupted version of infile.

/I Post: cortext has been output to screen, however characters that the
/I screen can't handle are printed as 'X'.

void Ortoscreen(void);

/I Purpose: print original text (original) array to screen.

/I Pre: original is populated with a original version of infile.

/I Post: original has been output to screen.

private:

char Makemask();

/I Purpose: Create a random char(8 bits long) with percor% 1's and the rest
/1 0's.

/I Pre: percor must be initiated.

/I Post: returns a char that has about percor% of its bits randomly set to
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/I'1 (one).

int percor,;

char original[10000];
char cortext[10000];
int ctlength;

char infile[25];

char outfile[25];

3

#endif

**********CO rru p t er.cc *kkkkkkkkkk

#include <string>
#include <fstream>
#include <ostream>
#include <iostream>
#include <cstdlib>
#include <stdlib.h>
#include <cmath>
#include "Corrupter.h”

using namespace std;

Corrupter::Corrupter(void)

/I Purpose: create corrupter
{

percor = 0;

ctlength = 0;
}

Corrupter::~Corrupter(void)

/I Purpose: free dynamically allocated memory. Delete corrupter.
{

delete infile;

delete outfile;

delete original;

delete cortext;

void Corrupter::Setinfile(void)
/I Purpose: ask user to specify the file to corrupt. Set infile to this
/I value
/I Pre: none



/I Post: infile is set to specified value of input from user.

{
cout << "Please enter the name of the file you wish to corrupt. >> ",
cin >> infile;

}

void Corrupter::Setoutfile(void)
/I Purpose: ask user to specify the file to print corrupted file to. Set
/I outfile to this value
/[ Pre: none
/I Post: outfile is set to specified value of input from user.

cout << "Please enter the name of the file you wish to print to. >>";
cin >> outfile;

}

void Corrupter::Setpercor(void)
/I Purpose: ask user to set the percent of corruption for the file
/I Pre: input value must be between 0 and 100.
/I Post: percor is set to specified value of input from user.

{

cout << "Please enter the percent of the file you wish to corrupt. Must be
between 0 and 100. >>";

cin >> percor;
}

char* Corrupter::Getinfilename(void)
/I Purpose: allow user to check what file is corrupted.
/I Pre: infile is initialized.
/I Post: return infile.

{
}

char* Corrupter::Getoutfilename(void)
/I Purpose: allow user to check what file is being printed to.
/I Pre: outfile is initialized.
/I Post: return outfile.

return infile;

{
}

int Corrupter::Getpercor(void)
/I Purpose: allow user to check what percor value is set to.
/I Pre: percor is initialized.
/I Post: return percor.

return outfile;

{
}

return percor;

char* Corrupter::Getcortext(void)
/I Purpose: allow cortext array to be transfered to other location.
/I Pre: cortext is initialized.
/[ Post: return cortext.
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{

return cortext;

}

void Corrupter::Corruptinfile(void)
/I Purpose: populate the characters of infile with random percor% corrupted
/I and store in character array cortext.
/I Pre: percor and infile are initiated.
/I Post: cortext contains the characters of infile with a random percor% of
/I them corrupted

{
ctlength = 0; /lcounter for file-array
char c1,; /Iread in value
char c2; /lcorrupting mask

ifstream file(infile);
while(file.get(c1)){
c2 = Makemask();
cortext[ctlength] = (char)(c1 * c2);
original[ctlength] = (char)c1,;
ctlength++;

void Corrupter::Cortoofile(void)
/I Purpose: print corrupted text (cortext) array to output file (outfile).
/I Pre: cortext is populated with a corrupted version of infile.
/I Post: file specified as outfile contains cortext.

intn=0;
ofstream togofile(outfile);
while(n < ctlength){
togofile << cortext[n];
n++;
}
}

void Corrupter::Ortoofile(void)
/I Purpose: print original text (original) array to output file (outfile).
/I Pre: original is populated with the original version of infile.
/I Post: file specified as oultfile contains original

intn=0;
ofstream togofile(outfile);
while(n < ctlength){
togofile << (char)original[n];
n++;
}
}

void Corrupter::Cortoscreen(void)
/I Purpose: print corrupted text (cortext) array to screen.
/I Pre: cortext is populated with a corrupted version of infile.
/I Post: cortext has been output to screen, however characters that the
/I screen can't handle are printed as 'X'.

{
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intn=0;
while(n < ctlength){
if(cortext[n] >="\40" && cortext[n] <="\177")
cout << cortext[n];}
else if (cortext[n] > \1770Y
cout << 'Y%}
else cout << 'X";
n++;
}
cout << endl;
}
void Corrupter::Ortoscreen(void)
/I Purpose: print original text (original) array to screen.
/I Pre: original is populated with a original version of infile.
/I Post: original has been output to screen.

intn=0;

while(n < ctlength){
cout << (char)original[n];
n++;

}

cout << endl;

char Corrupter::Makemask()
/I Purpose: Create a random char(8 bits long) with percor% 1's and the rest
/1 0's.
/I Pre: percor must be initiated.
/I Post: returns a char that has about percor% of its bits randomly set to
/I 1 (one).

char randomval = "\0";
inti;
for(int count = 0; count<8; count++){
i =rand() % 100;
if(i < percor){
(unsigned)randomval = (unsigned)randomval * 2;
(unsigned)randomval = (unsigned)randomval + 1;
}
else
(unsigned)randomval = (unsigned)randomval << 1,

return randomval;
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Appendix B

Text Analysis | mplementation

********M an | p u | ato r. h *khkkkkkkkk

/I Manipulator.h
/I IPhillips Honors Thesis, Fall 2003

/I specification file for Corrupter class

#ifndef MANIPULATOR_H
#define MANIPULATOR_H
#include <string>

using namespace std;

class Manipulator {
public:
Manipulator(void);
/I Purpose: create Manipulator

~Manipulator(void);
/I Purpose: free dynamically allocated memory. Delete Manipulator.

void Setinfile(void);

/I Purpose: ask user to specify the file to manipulate. Set infile to
/I thisvalue

/I Pre: none

/I Post: infile is set to specified value of input from user.

void Setoutfile(void);

/I Purpose: ask user to specify the file to print manipulated file to.
/I Setoutfile to this value

/I Pre: none

/I Post: outfile is set to specified value of input from user.

char* Getinfilename(void);

/I Purpose: allow user to check what file is manipulated.
/I Pre: infile is initialized.

/I Post: return infile.

char* Getoutfilename(void);

/I Purpose: allow user to check what file is being printed to.
/I Pre: outfile is initialized.

/I Post: return outfile.



float Getsamplepercor(void);

/I Purpose: allow user to check what samplepercor value is set to.
/I Pre: samplepercor is initialized.

/I Post: return samplepercor.

char* Getmantext(void);

/I Purpose: allow mantext array to be transfered to other location.
/I Pre: mantext is initialized.

/[ Post: return mantext.

void Toporderbit(void);

/I Purpose: To make all top order bits 0 and count all the times itisa 1
/I Pre: Must not have been run yet. infile is initialized.

/I Post: saplepercor is the percent of top order bits corrupted /sample
/l size. Also, Mantext is populated with all 0's in top order bitplaces.

void Mantoofile(void);

/I Purpose: print manipulated text (mantext) array to output file

/I (outfile).

/I Pre: cortext is populated with a corrupted version of infile.

/I Post: file specified as outfile contains cortext.

void Ortoofile(void);

/I Purpose: print original text (original) array to output file (outfile).
/I Pre: original is populated with the original version of infile.

/I Post: file specified as outfile contains original.

void Mantoscreen(void);

/I Purpose: print manipulated text (mantext) array to screen.

/I Pre: cortext is populated with a corrupted version of infile.

/I Post: cortext has been output to screen, however characters that the
/I screen can't handle are printed as 'X'.

void Ortoscreen(void);

/I Purpose: print original text (original) array to screen.

/I Pre: original is populated with a original version of infile.

/I Post: original has been output to screen.

void Percentlevs(char inchar);

/lint Iscloseto(char incharl, char inchar2);
/I Purpose: Compare two chars and determine how close (bitwise) they are
/I Pre: incharl & inchar2 are char values
/I Post: return the number of bits difference between incharl & inchar2
void Findsentends();

private:

/I bool Issentend(char incharl, char inchar2, char inchar3, char inchar4);
/I Purpose: Identify if incharl-4 are the end of a sentance.

/I Pre: samplepercor is populated & incharl-4 are char values.

/I Post: returns true if incharl-4 are sufficiently close to a sentance
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/I end. Also prints the end type.

bool Isspace(char inchar);

/I Purpose: Identify if inchar is/ or was close to a space.

/I Pre: mantext is populated with a manipulated version of infile.
/I Post: Isspace returns true if inchar was close to a space.

int enterchar[8]; // this holds the bit version of the inchar
int comparcharlevels[9]; //this holds the number of good bits at a level

double samplepercor;
char original[10000];
char mantext[10000];
int mtlength;

char infile[25];

char outfile[25];

#endif

*kkkkkkkk M an i p u | ato r. Cc*******

#include <string>
#include <fstream>
#include <ostream>
#include <iostream>
#include <cstdlib>
#include <stdlib.h>
#include <cmath>
#include "Manipulator.h"

using namespace std;

Manipulator::Manipulator(void)

{

}

/I Purpose: create Manipulator

samplepercor = 0;
mtlength = 0;

Manipulator::~Manipulator(void)

{

/I Purpose: free dynamically allocated memory. Delete Manipulator.

delete infile;
delete outfile;
delete original;
delete mantext;
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void Manipulator::Setinfile(void)
/I Purpose: ask user to specify the file to manipulate. Set infile to
/I thisvalue
/I Pre: none
/I Post: infile is set to specified value of input from user.

cout << "Please enter the name of the file you wish to manipulate. >>";
cin >> infile;

}

void Manipulator::Setoutfile(void)
/I Purpose: ask user to specify the file to print manipulated file to.
/I Setoutfile to this value
/I Pre: none
/I Post: outfile is set to specified value of input from user.

cout << "Please enter the name of the file you wish to print to. >>";
cin >> outfile;

}

char* Manipulator::Getinfilename(void)
/I Purpose: allow user to check what file is manipulated.
/I Pre: infile is initialized.
/I Post: return infile.

{
}

char* Manipulator::Getoutfilename(void)
/I Purpose: allow user to check what file is being printed to.
/I Pre: outfile is initialized.
/I Post: return outfile.

return infile;

{
}

float Manipulator::Getsamplepercor(void)
/I Purpose: allow user to check what samplepercor value is set to.
/I Pre: samplepercor is initialized.
/I Post: return samplepercor.

return outfile;

{
}

return samplepercor;

char* Manipulator::Getmantext(void)
/I Purpose: allow mantext array to be transfered to other location.
/I Pre: mantext is initialized.
/[ Post: return mantext.

{
}

return mantext;
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void Manipulator::Toporderbit(void)
/I Purpose: To make all top order bits 0 and count all the times itisa 1
/I Pre: Must not have been run yet. infile is initialized.
/I Post: saplepercor is the percent of top order bits corrupted /sample
/l size. Also, Mantext is populated with all 0's in top order bitplaces.

mtlength = 0; /lcounter for file-array
char c1, c2;

int n;

int numcor = 0;

ifstream file(infile);

samplepercor = 0;

cout << "working loop" << end|;
while(file.get(cl1)){

c2=cl;
/*
if((cl >="40' && c1 < '\177")]||(c1=="11"||c1==\12"){
cout << cl;}
else cout << "X";
*/

[* if((unsigned char)cl >= "200"){
(unsigned char)c2 = (unsigned char)c1%"200";
numcor++;
cout <<"Numcor is " <<numcor << endl;

}
THIS IS THE ORIGINAL CODE */
if((unsigned char)cl >= 0200){
(unsigned char)c2 = (unsigned char)c1%0200;
numcor++;
/lcout <<"Numcor is " <<numcor << endl;

}

if((c2 >= 40" && c2 <"\177")||(c2=="11"||c2=="\12"){
cout << ¢2;
}

else cout << "X";

mantext[mtlength] = (char)c2;

original[mtlength] = (char)c1;

mtlength++;

/lcout <<"mtlength is " <<mtlength << " for "<< (unsigned char)cl<<
endl;

if(numcor!=0){
samplepercor = (double)numcor/(double)mtlength;

}
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/I cout << endl<< " SAMPLEPERCOR =" << samplepercor << "numcor =
/I "<<(double)numcor <<"mtlenght = " <<(double)mtlength <<" SAMPLEPERCOR =
/I " << (double)numcor/(double)mtlength << endl;

void Manipulator::Mantoofile(void)
/I Purpose: print manipulated text (mantext) array to output file
/I (outfile).
/I Pre: cortext is populated with a corrupted version of infile.
/I Post: file specified as outfile contains cortext.

intn=0;
ofstream togofile(outfile);
while(n < mtlength){
togofile << mantext[n];
n++;
}
}

void Manipulator::Ortoofile(void)
/I Purpose: print original text (original) array to output file (outfile).
/I Pre: original is populated with the original version of infile.
/I Post: file specified as outfile contains original

intn=0;
ofstream togofile(outfile);
while(n < mtlength){
togofile << (char)original[n];
n++;
}
}

void Manipulator::Mantoscreen(void)
/I Purpose: print manipulated text (mantext) array to screen.
/I Pre: cortext is populated with a corrupted version of infile.
/I Post: cortext has been output to screen, however characters that the
/I screen can't handle are printed as 'X'.

intn=0;
while(n < mtlength){
if((mantext[n] >= 40" && mantext[n] <=
\177Y)||//**/(mantext[n]=="\11'||mantext[n]=="12")){
cout << mantext[n];
}
else cout << 'X";
n++;
}

cout << endl;

}

void Manipulator::Ortoscreen(void)
/I Purpose: print original text (original) array to screen.
/I Pre: original is populated with a original version of infile.
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/I Post: original has been output to screen.

ofstream togofile("STATSORGOUTPUT.txt");
intn=0;
while(n < mtlength){

cout << (char)original[n];

n++;

}

cout << endl;

bool Manipulator::Isspace(char inchar)
/I Purpose: Identify if inchar is/ or was close to a space.
/I Pre: mantext is populated with a manipulated version of infile.
/I Post: Isspace returns true if inchar was close to a space.

{
bool value = false;
return value;
}
double Topower(double a,int b){
double ¢ = 0;
if(b > 0){
c=a,;
b--;
while (b>0){
c=cCc*a;
b--;
}
}
else if(b == 0)
{
c=1,
}
return c;
}
int Factorial(int a){
intb=0;
if (a> 0}
b=a;
a-;
while(a > 0){
b=b*a,
a-;
}
}
else if (a == 0){
b=1;
}



return b;

}

void Manipulator::Percentlevs(char inchar)

double x=0;
double y=0;

intn=0;
if((inchar/128)==1){enterchar[0]=1;}else enterchar[0]=0;inchar=inchar%128;
if((inchar/64)==1){enterchar[1]=1;}else enterchar[1]=0;inchar=inchar%64;
if((inchar/32)==1){enterchar[2]=1;}else enterchar[2]=0;inchar=inchar%32;
if((inchar/16)==1){enterchar[3]=1;}else enterchar[3]=0;inchar=inchar%16;
if((inchar/8)==1){enterchar[4]=1;}else enterchar[4]=0;inchar=inchar%8;
if((inchar/4)==1){enterchar[5]=1;}else enterchar[5]=0;inchar=inchar%4;
if((inchar/2)==1){enterchar[6]=1;}else enterchar[6]=0;inchar=inchar%?2;
if((inchar/1)==1){enterchar[7]=1;}else enterchar[7]=0;

for (int s =0; s < 9; s++){

comparcharlevels[s] = 0;

}

for(inta =0; a< 2; at++){
for(intb = 0; b < 2; b++){
for(int c = 0; ¢ < 2; c++){
for(intd =0; d < 2; d++){
for(inte = 0; e < 2; e++){
for(int f = 0; f < 2; f++){
for(int g = 0; g < 2; g++){
for(inth = 0; h < 2; h++){
if(@==0 && ((b==0 && c==1)||(b==1))
&& ((a==0 && b==1 && c==1 && d==1 &&
e==1 && f==1 && g==1 && h==1)) }{

n=0;

if(enterchar[0]'=a){n++;}
if(enterchar[1]!=b){n++;}
if(enterchar[2]!=c){n++;}
if(enterchar[3]!=d){n++;}
if(enterchar[4]!=e){n++;}
if(enterchar[5]'=f){n++;}
if(enterchar[6]!'=g){n++;}
if(enterchar[7]'=h){n++;}
comparcharlevels[n]++;
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}

for(inti=0;i<9; i++{
X =
(Factorial(8)/(Factorial(8-i)*Factorial(i)))*Topower(samplepercor,i);
y = Topower(1-samplepercor,8-i);
cout << "Level'<< i <<"--"<< | <<"bits changed "<< x*y << endl;
cout << "There are " << (Factorial(8)/(Factorial(8-i)*Factorial(i)))
<< " theoretical mappings of which" <<comparcharlevels][i]
<<" are actually possiblities " << end];
cout << end| << endl;
}
}

int Iscloseto(char incharl, char inchar2)
/I Purpose: Compare two chars and determine how close (bitwise) they are
/I Pre: incharl & inchar2 are char values
/I Post: return the number of bits difference between incharl & inchar2

int count = 0;

if((inchar1/128)!=(inchar2/128)){count++;}
incharl=inchar1%128;inchar2=inchar2%128;
if((incharl/64)!=(inchar2/64)){count++;}
incharl=inchar1%64;inchar2=inchar2%64;
if((incharl/32)!=(inchar2/32)){count++;}
incharl=inchar1%32;inchar2=inchar2%32;
if((incharl/16)!=(inchar2/16)){count++;}
incharl=incharl1%16;inchar2=inchar2%16;
if((inchar1/8)!=(inchar2/8)){count++;}
incharl=inchar1%8;inchar2=inchar2%8;
if((incharl/4)!=(inchar2/4)){count++;}
incharl=incharl%4;inchar2=inchar2%4;
if((incharl/2)!=(inchar2/2)){count++;}
incharl=incharl%?2;inchar2=inchar2%?2;
if((incharl/1)!=(inchar2/1)){count++;}

return count;

}

bool Issentend(char incharl, char inchar2, char inchar3, char inchar4, double
samplepercor,ofstream & togofile)

/I Purpose: Identify if incharl-4 are the end of a sentance.

/I Pre: samplepercor is populated & incharl-4 are char values.

/I Post: returns true if incharl-4 are sufficiently close to a sentance

/I end. Also prints the end type.
{

bool outbool = false;

const int cl = 16;

const int c2 = 16; /[const weight values
const int c3 = 16;

constintc4 =7,

constintch = 3;
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const float vl = 0.775; //. [lconst measureing values
const float v2 = 0.95; //!
const float v3 =0.95; //?

int vicount = 0;
int v2count = 0;
int v3count = 0;

const int clbits = 7;
const int c2bits = 7;
const int c3bits = 7;
const int c4bits = 2;
const int cbbits = 1;

const int totalbits = c1bits + c2bits + c3bits + c4bits + c5bits;

float b1 = 0;
float b2 = 0;
float b3 = 0;
float b4 = 0;
float b5 = 0;
float g1 = 0.0;
float g2 = 0.0;
float g3 = 0.0;

b2 = Iscloseto(\40',inchar2);
b3 = Iscloseto(\40',inchar3);

//********************************

/I b4 and b5

/ kkkkkkkkhkkkhkkkkkkkkkkkhkkkhkkkhkhk

if((inchar4/128)!=(\101'/128)){b4++;}
if(((inchar4%128)/64)!=((\101'%64)/64)){bd++:}

if(((inchar4%32)!="\100'%32)&&
(inchar4%32!="\134'%32)&&
(inchar4%32!=\135'%32)&&
(inchard%32!=\136'%32)&&
(inchar4%32!=\137'%32)){b5++;}

/ kkkkkkkkhkkkhkkkkkkkkkkkhkkkhkkkkhk

/I end of b4 and b5

//********************************

//********************************

/I bl's and q1,92,93

//********************************

bl = Iscloseto('\56',incharl);

gl = ((b1*c1)+(b2*c2)+(b3*c3)+(b4*c4)+(b5*c5))/
((c1bits*c1)+(c2bits*c2)+(c3bits*c3)+(c4bits*c4)+(c5bits*ch));

togofile << bl;
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bl = Iscloseto("\41',incharl);

g2 = ((b1*c1)+(b2*c2)+(b3*c3)+(b4*c4)+(b5*c5))/
((c1bits*c1)+(c2bits*c2)+(c3bits*c3)+(c4bits*c4)+(c5bits*ch));

togofile << bl;

bl = Iscloseto(\77',incharl);

g3 = ((b1*c1)+(b2*c2)+(b3*c3)+(b4*c4)+(b5*c5))/
((c1bits*c1)+(c2bits*c2)+(c3bits*c3)+(c4bits*c4)+(c5bits*ch));

togofile << bl;

togofile << b2;

togofile << b3;

togofile << b4;

togofile << b5;

togofile << samplepercor;
togofile << endl;

if(ql <= 1-v1){
cout << " Found . C"<<endl
outbool = true;

}

if(g2 <= 1-v2){
cout<<"Found! C"<<endl
outbool = true;

}

if(g3 <= 1-v3){
cout << " Found ?__ C " << endl;
outbool = true;

}

return outbool;

}

void Manipulator::Findsentends(){
ofstream togofile("STATSOUTPUT.txt");
for(int i = 0;i<mtlength-3; i++){
if(mantext[i] >= "\40' && mantext[i] < \177"){
cout << mantext[i];} /<< " finding ...";}
else cout << "X";

Issentend(mantext[i], mantext[i+1],mantext[i+2],mantext[i+3],samplepercor,togofil
e);
/lcout << " samplepercor is "<< samplepercor << endl;
}
}
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Appendix C

Genetic Algorithm I mplementation
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*kkkkkkk kkkkkkkkkkkk
GenAlg.h

#ifndef GENALG_H
#define GENALG_H
#include <string>
using namespace std;

struct Child {
double fitnessvalue;
double corruptness; //percent of newcorrupt's corruptness from ortext
char *newcorrupt; //length
int *distance;  //length
double *fitness; //length
double *mutation; //lengthd*8

class GenAlg {
public:
/I CONTSTRUCTOR
GenAlg(int numspec, double percentcor, int gens, string file, double
SMWM,double BGWM,double CORM,double SPM);
/I DESTRUCTOR
~GenAlg(void);

I FUNCTIONS DEALING WITH ENTERY TEXT
void TargetEN(void); //looks at entered text and targets specific bits
void Randomize(int size); //Creates Randomized Population of Strucks.
void Test(int size);
void TestPrint1(void);
void TestPrint2(void);

/I FUNCTIONS DEALING WITH ARRAY OF CHILD'S
void Order(int numofpops, Child *pop, int popstart, int popend);
/[Order array of child's with the best fithess's at
void Breed(void);
/IMake new Child's from current Child's repopulate
/larray of Childs

/I FUNCTIONS DEALING WITH STRUCTS
void Mutate(int inChild, Child *pop);
/lused in the Breed function, this mutates the end
/Iresults of simple crossover breeding.

void Distance(int inChild, Child *pop); //compute the distance between the
STRUCT's
/ltext and the entered text. (bitwise?) deals with
/lthe distance array and the Corruptness member.

void TargetCH(int inChild, Child *pop); //looks at Struct's text and
targets specific bits to
/lincrease likelyhood of flipping them. Deals with
/lthe Mutation array.

void Fitness(int inChild, bool Cpop, bool Opop); //computes the fitness
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of the Struct's text. Deals
/Iwith the Fitness array and the fithessvalue member

bool Dictionary(int count, string word);
private:

//bool Dictionary(int count, string word);
int length;//length of characters

double percor;

char *ortext;//length

int *ortextbits;//length*8

double *target;//length*8

int numloops;

int totloops;

double SmallwordMult;
double BigwordMult;
double corruptMult;
double spaceMult;

int popsize;//size of the population

Child *population;
Child *childpopulation;
Child *newpopulation;

char Makemask(int place);

int quickprime[23];

string in1[41];
string in2[449];
string in3[2039];
string in4[6397];
string in5[12973];
string in6[23531];
string in7[31189];
string in8[34871];
string in9[34871];
string in10[31189];
string in11[24151];
string in12[18211];
string in13[12973];
string in14[6397];
string in15[5099];
string in16[2039];
string in17[1493];
string in18[797];
string in19[337];
string in20[79];
string in21[41];
string in22[11];
string in23[7];
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3
#endif

***********G en AI g cC kkkkkkkkkkkkkkkkkk

#include <string>
#include <fstream>
#include <ostream>
#include <iostream>
#include <cstdlib>
#include <stdlib.h>
#include <cmath>
#include "GenAlg.h"

using namespace std;

const string infilel = "HashDictionary1.txt";
const string infile2 = "HashDictionary2.txt";
const string infile3 = "HashDictionary3.txt";
const string infile4 = "HashDictionary4.txt";
const string infile5 = "HashDictionary5.txt";
const string infile6 = "HashDictionary6.txt";
const string infile7 = "HashDictionary7.txt";
const string infile8 = "HashDictionary8.txt";
const string infile9 = "HashDictionary9.txt";
const string infile10 = "HashDictionary10.txt";
const string infilel1 = "HashDictionary11.txt";
const string infile12 = "HashDictionary12.itxt";
const string infile1l3 = "HashDictionary13.txt";
const string infile14 = "HashDictionaryl14.txt";
const string infilel5 = "HashDictionary15.txt";
const string infile16 = "HashDictionary16.txt";
const string infilel7 = "HashDictionaryl17.txt";
const string infile18 = "HashDictionary18.txt";
const string infile19 = "HashDictionary19.txt";
const string infile20 = "HashDictionary20.txt";
const string infile21 = "HashDictionary21.itxt";
const string infile22 = "HashDictionary22.itxt";
const string infile23 = "HashDictionary23.itxt";

int Iscloseto(char incharl, char inchar2);

GenAlg::GenAlg(int numspec, double percentcor, int gens, string file, double
SMWM,double BGWM,double CORM,double SPM)

{

string temp;

62



ifstream corsent("DECPrepared?2.txt");

getline(corsent, temp);

length = temp.length();

ortext = new char[length];

for(int j=0; j<length; j++){
ortext[j] = (char) temp][j];

}

percor = percentcor;

cout << percentcor<< endl;

/I percor = 0.128205;

/I cout << 0.128205 << endl;

SmallwordMult = SMWM,;
BigwordMult =BGWM,;
corruptMult = CORM,;
spaceMult = SPM,;

int size = numspec;

popsize = size;

population = new Child[popsize];

childpopulation = new Child[popsize];//Test(popsize);

newpopulation = new Child[popsize];//Test(popsize);

for (inti=0; i < popsize; i++) {
population[i].newcorrupt = new char[length];
population[i].distance = new int[length];
population[i].fithess = new double[length];
population[i].mutation = new double[length*8];

}

for (inti = 0; i < popsize; i++) {
childpopulation[i].newcorrupt = new char[length];
childpopulation][i].distance = new int[length];
childpopulation[i].fithess = new double[length];
childpopulation[i].mutation = new double[length*8];

}

for (inti=0; i < popsize; i++) {
newpopulation[i].newcorrupt = new char[length];
newpopulation]i].distance = new int[length];
newpopulation[i].fitness = new double[length];
newpopulation[i]. mutation = new double[length*8];

}

ifstream ifilel(infilel.c_str());
ifstream ifile2(infile2.c_str());
ifstream ifile3(infile3.c_str());
ifstream ifile4(infile4.c_str());
ifstream ifile5(infile5.c_str());
ifstream ifile6(infile6.c_str());
ifstream ifile7(infile7.c_str());
ifstream ifile8(infile8.c_str());
ifstream ifile9(infile9.c_str());
ifstream ifile10(infile10.c_str());
ifstream ifilel1(infile11.c_str());
ifstream ifile12(infile12.c_str());
ifstream ifile13(infile13.c_str());
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ifstream ifilel4(infilel4.c_str());
ifstream ifile15(infile15.c_str());
ifstream ifile16(infile16.c_str());
ifstream ifilel7(infile17.c_str());
ifstream ifile18(infile18.c_str());
ifstream ifile19(infile19.c_str());
ifstream ifile20(infile20.c_str());
ifstream ifile21(infile21.c_str());
ifstream ifile22(infile22.c_str());
ifstream ifile23(infile23.c_str());

quickprime[0] = 41;
quickprime[1] = 449;
quickprime[2] = 2039;
quickprime[3] = 6397;
quickprime[4] = 12973;
quickprime[5] = 23531,
quickprime[6] = 31189;
quickprime[7] = 34871,
quickprime[8] = 34871,
quickprime[9] = 31189;
quickprime[10] = 24151,
quickprime[11] = 18211;
quickprime[12] = 12973;
quickprime[13] = 6397;
quickprime[14] = 5099;
quickprime[15] = 2039;
quickprime[16] = 1493;
quickprime[17] = 797,
quickprime[18] = 337;
quickprime[19] = 79;
quickprime[20] = 41;
quickprime[21] = 11;
quickprime[22] = 7;

for(intil =0; i1 < 41;i1++){
getline(ifilel,in1[il1]);

}

for(int i2 =0; i2 < 449;i2++){
getline(ifile2,in2[i2]);

}

for(int i3 =0; i3 < 2039;i3++){
getline(ifile3, in3[i3]);

}

for(int i4 =0; i4 < 6397;i4++){
getline(ifile4, in4[i4]);



}

for(int i5 =0; i5 < 12973;i5++){
getline(ifile5, in5[i5]);
}

for(int i6 =0; i6 < 23531;i6++){
getline(ifile6,in6[i6]);
}

for(int i7 =0; i7 < 31189;i7++){
getline(ifile7,in7[i7]);
}

for(int i8 =0; i8 < 34871;i8++){
getline(ifile8,in8[i8]);
}

for(int 19 =0; i9 < 34871;i9++){
getline(ifile9,in9[i9));
ifile9 >> in9[i9] ;

}

for(int i10 =0; 110 < 31189;i10++){
ifile10 >> in10[i10] ;
getline(ifile10,in10[i10]);

}

for(intill =0; i11 < 24151;i11++){
ifilell >> in11[i11] ;
getline(ifile11,in11[i11]);

}

for(int i12 =0; 112 < 18211;i12++){
ifilel2 >> in12[i12] ;
getline(ifile12,in12[i12]);

}

for(int i13 =0; i13 < 12973;i13++){
ifilel3 >>in13[i13] ;
getline(ifile13,in13[i13]);

}

for(int i14 =0; i14 < 6397;i14++){
ifilel4 >> in14[i14] ;
getline(ifile14,in14[i14]);

}

for(int i15 =0; i15 < 5099;i15++){
ifilel5 >> in15[i15] ;
getline(ifile15,in15[i15]);

}

for(int i16 =0; i16 < 2039;i16++){
ifilel6 >> in16[il6] ;
getline(ifile16,in16[i16]);
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}

for(intil17 =0; i17 < 1493;i17++){
ifilel7 >> in17[i17] ;
getline(ifile17,in17[i17]);

}

for(inti18 =0; i18 < 797;i18++){
ifilel8 >> in18[i18] ;
getline(ifile18,in18[i18]);

}

for(int i19 =0; i19 < 337;i19++){
ifile19 >> in19[i19] ;
getline(ifile19,in19[i19]);

}

for(int i20 =0; i20 < 79;i20++){
ifile20 >> in20[i20] ;
getline(ifile20,in20[i20]);

}

for(int i21 =0; 121 < 41;i21++){
ifile21 >> in21[i21] ;
getline(ifile21,in21[i21]);

}

for(int i22 =0; i22 < 11;i22++){
ifile22 >> in22[i22] ;
getline(ifile22,in22[i22]);

}

for(int i23 =0; 123 < 7;i23++){
ifile23 >> in23[i23] ;
getline(ifile23,in23[i23]);

}

Randomize(size);
TestPrint1();
for(int ij=0; ij<gens; ij++){
Breed();
if(ij%50 ==0){
cout << " Iteration " << ij << endl;
}
}

}

GenAlg::~GenAlg(void)
{
delete ortext;
delete ortextbits;
delete target;
delete population;
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void GenAlg::TargetEN(void)
{
for(int i = 0; i<8*length;i++){
if(i%8!=0){
target[i]=percor;

else{
target[i]= -1;
}
}
}

void GenAlg::Randomize(int size)

{

target = new double[length*8];
for(int k=0;k<length*8;k++){
target[k]=percor;

int z;
popsize= size;

for(inti = 0; i< size;i++){

for(int k = 0;k<length;k++){
population]i].distance[k] = 0;
population(i].fithess[k] = 0;

char cl =0;

char c2 =0;

for(int j=0;j<length;j++){
cl = (char) ortext[j];

c2 = Makemask(j);

if((((c1 ~ c2)>96) && ((c1 ~ c2)<127))||((c1 » c2)==32)){
population[i].newcorrupt[j] = (c1 * c2);

}
if((((c1 ~ c2)>64) && ((c1 ~ c2)<91)){
population[i].newcorrupt[j] = (c1 * c2)+(32);

else {population][i].newcorrupt[j] = c1;}
}
Distance(i, population);
TargetCH(i, population);

Fitness(i, false, true);
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}

Order(1,population,0,popsize-1);

void GenAlg::TestPrint1(void){
ofstream Testoutfile("Testoutfilel.txt");
for(int i=0; i<popsize; i++){
intj=0;
for(j=0; j<length; j++){

Testoutfile << population[i].newcorrupt[j];

}

Testoutfile << endl <<"  fitnessvalue =" <<
population[i].fitnessvalue << end| << "corruption level =
"<<populationli].corruptness<< endl;

}

void GenAlg::TestPrint2(void){
ofstream Testoutfile("Testoutfile2.txt");
for(int i=0; i<popsize; i++){
intj=0;
for(j=0; j<length; j++){

Testoutfile << population[i].newcorrupt[j] ;

}

Testoutfile << endl;
for(j=0; j<length; j++){

Testoutfile << populationli].fitness[j] << "-";

}

Testoutfile << endl <<  fitnessvalue =" <<
population[i].fithessvalue << endl << "corruption level =
"<<population[i].corruptness<< endl;

}
void GenAlg::Test(int size){

for(int i=0; i<popsize; i++){
population]i].fitnessvalue = random()%2000;

for(int j=0; j<popsize; j++){
cout << population[j].fitnessvalue << endl;

}

Order(1,population,0,popsize-1);
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for(int k=0; k<popsize; k++){
cout << population[K].fithessvalue << endl;
}

void GenAlg::Order(int numofpops, Child *pop, int popstart, int popend)
{

if(numofpops == 1){
int pivot;
if(popstart<popend){
if( ((pop[popstart].fitnessvalue >
(pop[(popstart+popend)/2].fithessvalue))
&&(pop[popstart].fitnessvalue < (pop[popend].fitnessvalue)))

((pop[popstart].fitnessvalue <

(pop[(popstart+popend)/2].fitnessvalue))
&&(pop[popstart].fitnessvalue > (pop[popend].fitnessvalue)))
A

pivot = popstart;

else if(
((pop[popend].fithessvalue >
pop[(popstart+popend)/2].fitnessvalue)&&(pop[popend].fithessvalue <
pop[popstart].fitnessvalue))

((pop[popend].fitnessvalue <
pop|[(popstart+popend)/2].fithessvalue)&&(pop[popend].fithnessvalue >
pop[popstart].fithessvalue))

X

pivot = popend,;

}
else {
pivot = (popstart+popend)/2;

}

Child temp = pop[pivot];
pop[pivot] = pop[popend];
pop[popend] = temp;
pivot = popend;

int i=popstart-1;
intj=0;
for(j = popstart; j < popend; j++){
if(pop[j]-fitnessvalue >= pop|pivot].fithessvalue){
i++;
temp = pop(j];
pop(j]= poplil;
popl(i]= temp;
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}
temp = pop[pivot];

pop[pivot] = popli+1];
pop[i+1]=temp;

Order(1, pop,popstart,i);
Order(1, pop,i+2,popend);

else if(numofpops == 2){
Order(1,pop,0,popsize-1);
Order(1,population,0,popsize-1);
Child tempChild,;

int populationcount= 0;
int popcount = 0;

for(int newcount= 0;newcount < popsize;newcount++){

if((populationcount<popsize)&&((population[populationcount].fitnessvalue >
pop[popcount].fithessvalue)))

while ((populationcount < popsize-1) &&

((population[populationcount].fitnessvalue==population[populationcount+1].fitnes
svalue))({

}

populationcount++;

tempChild.newcorrupt = newpopulation[newcount].newcorrupt;
tempChild.distance = newpopulation[newcount].distance;
tempChild.fitness = newpopulation[newcount].fitness;
tempChild.mutation = newpopulation[newcount].mutation;
tempChild.fitnessvalue = newpopulation[newcount].fithessvalue;
tempChild.corruptness = newpopulation[newcount].corruptness;
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newpopulation[newcount].newcorrupt =
population[populationcount].newcorrupt;
newpopulation[newcount].distance =
population[populationcount].distance;
newpopulation[newcount].fitness =
population[populationcount].fitness;
newpopulation[newcount].mutation =
population[populationcount].mutation;
newpopulation[newcount].fithnessvalue =
population[populationcount].fithessvalue;
newpopulation[newcount].corruptness =
population[populationcount].corruptness;

population[populationcount].newcorrupt = tempChild.newcorrupt;

population[populationcount].distance = tempChild.distance;

population[populationcount].fithess = tempChild.fitness;

population[populationcount].mutation = tempChild.mutation;

population[populationcount].fitnessvalue =
tempChild.fithessvalue;

population[populationcount].corruptness = tempChild.corruptness;

populationcount++;

}

else

{
tempChild.newcorrupt = newpopulation[newcount].newcorrupt;
tempChild.distance = newpopulation[newcount].distance;
tempChild.fitness = newpopulation[newcount].fitness;
tempChild.mutation = newpopulation[newcount].mutation;
tempChild.fitnessvalue = newpopulation[newcount].fithessvalue;
tempChild.corruptness = newpopulation[newcount].corruptness;

newpopulation[newcount].newcorrupt = pop[popcount].newcorrupt;

newpopulation[newcount].distance = pop[popcount].distance;

newpopulation[newcount].fithess = pop[popcount].fitness;

newpopulation[newcount].mutation = pop[popcount].mutation;

newpopulation[newcount].fithessvalue =
pop[popcount].fitnessvalue;

newpopulation[newcount].corruptness = pop[popcount].corruptness;

pop[popcount].newcorrupt = tempChild.newcorrupt;
pop[popcount].distance = tempChild.distance;
pop[popcount].fithess = tempChild.fitness;
pop[popcount].mutation = tempChild.mutation;
pop[popcount].fitnessvalue = tempChild.fitnessvalue;
pop[popcount].corruptness = tempChild.corruptness;

popcount++;
}
}

/* *******************I N T E R B R E E D**************************
for(int j=0; j<popsize/2; j=j+2){
tempChild.newcorrupt = newpopulation[jl.newcorrupt;
tempChild.distance = newpopulation[j].distance;
tempChild.fithess = newpopulation[j].fitness;
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tempChild.mutation = newpopulation[j].mutation;
tempcChild.fithessvalue = newpopulation[j].fithessvalue;
tempChild.corruptness = newpopulation[j].corruptness;

newpopulation[jl.newcorrupt = population[j].newcorrupt;
newpopulation[j].distance = populationlj].distance;
newpopulation[j].fitness = population[j].fitness;
newpopulation[j]. mutation = population[j].mutation;
newpopulation[j].fitnessvalue = population][j].fitnessvalue;
newpopulation[j].corruptness = population[j].corruptness;

population[j].newcorrupt = tempChild.newcorrupt;
population[j].distance = tempChild.distance;
population[j].fithess = tempChild.fitness;
population[j]l.mutation = tempChild.mutation;
population]j].fithessvalue = tempChild.fithessvalue;
population[j].corruptness = tempChild.corruptness;

tempChild.newcorrupt = newpopulation[(popsize/2)-(j+1)].newcorrupt;

tempChild.distance = newpopulation[(popsize/2)-(j+1)].distance;

tempChild.fithess = newpopulation[(popsize/2)-(j+1)].fitness;

tempChild.mutation = newpopulation[(popsize/2)-(j+1)].mutation;

tempChild.fithessvalue =
newpopulation[(popsize/2)-(j+1)].fithessvalue;

tempChild.corruptness =
newpopulation[(popsize/2)-(j+1)].corruptness;

newpopulation[(popsize/2)-(j+1)].newcorrupt =
population[j+1].newcorrupt;
newpopulation[(popsize/2)-(j+1)].distance =
population[j+1].distance;
newpopulation[(popsize/2)-(j+1)].fithess = population[j+1].fithess;
newpopulation[(popsize/2)-(j+1)].mutation =
population[j+1].mutation;
newpopulation[(popsize/2)-(j+1)].fithnessvalue =
population[j+1].fitnessvalue;
newpopulation[(popsize/2)-(j+1)].corruptness =
population[j+1].corruptness;

population[j+1].newcorrupt = tempChild.newcorrupt;
population[j+1].distance = tempChild.distance;
population[j+1].fithess = tempChild.fitness;
population[j+1].mutation = tempChild.mutation;
population[j+1].fitnessvalue = tempChild.fithessvalue;
population[j+1].corruptness = tempChild.corruptness;

}

for (int j = popsize/2; j < popsize; j++) {
*
for (intj = 0; j < popsize; j++) {
tempChild.newcorrupt = newpopulation[jl.newcorrupt;
tempChild.distance = newpopulation[j].distance;
tempChild.fithess = newpopulation[j].fitness;
tempChild.mutation = newpopulation[j].mutation;
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tempcChild.fithessvalue = newpopulation[j].fithessvalue;
tempChild.corruptness = newpopulation[j].corruptness;

newpopulation[jl.newcorrupt = population[j].newcorrupt;
newpopulation[j].distance = population[j].distance;
newpopulation[j].fitness = population[j].fitness;
newpopulation[j].mutation = population[j].mutation;
newpopulation[j].fitnessvalue = population][j].fitnessvalue;
newpopulation[j].corruptness = population[j].corruptness;

population[j].newcorrupt = tempChild.newcorrupt;
population[j].distance = tempChild.distance;
population[j].fithness = tempChild.fitness;
population[j]l.mutation = tempChild.mutation;
population[j].fithessvalue = tempChild.fithessvalue;
population][j].corruptness = tempChild.corruptness;

void GenAlg::Breed(void)

for(int j=0; j<length; j++){
cout << population[0].newcorrupt(j];
}
cout << endl;
int rand;

for(inti = 0; i< popsize;i=i+2){
rand = random() % length;
for(int j = O; j<rand;j++){
childpopulation[i].newcorrupt[j] = population[i].newcorrupt[j];
childpopulationl[i].distance][j] = population[i].distance][j];
childpopulation[i].fithess][j] = population[i].fitnessj];
for(int m=0; m<8; m++){
childpopulation[i].mutation[8*j+m] =
population[i].mutation[8*j+m];

childpopulation[i+1].newcorrupt[j] = population[i+1].newcorrupt[j];
childpopulation[i+1].distance][j] = population[i+1].distance[j];
childpopulation[i+1].fitness][j] = population[i+1].fitness][j];
for(int m=0; m<8; m++){
childpopulation[i+1].mutation[8*j+m] =
population[i+1].mutation[8*j+m];

}

for(int j = rand; j<length;j++){
childpopulation[i].newcorrupt[j] = population[i+1].newcorrupt(j];
childpopulation[i].distance]j] = population[i+1].distance][j];
childpopulation[i].fithess[j] = population[i+1].fitness][j];
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for(int m=0; m<8; m++){
childpopulation[i]. mutation[8*j+m] =

population[i+1].mutation[8*j+m];

childpopulation[i+1].newcorrupt[j] = population[i].newcorrupt[j];
childpopulation[i+1].distance[j] = population[i].distance[j];
childpopulation[i+1].fithess[j] = population[i].fitnesslj];
for(int m=0; m<8; m++){

childpopulation[i+1].mutation[8*+m] =

population[i].mutation[8*j+m];

}

if(true){
Mutate(i, childpopulation);
Mutate(i+1, childpopulation);
}
Distance(i, childpopulation);
Distance(i+1, childpopulation);

TargetCH(i, childpopulation);
TargetCH(i+1, childpopulation);
Fitness(i, true, false);
Fitness(i+1, true, false);

ofstream outfile("childfile.txt");
for(int i=0; i<10; i++){
intj=0;
for(j=0; j<length; j++){
outfile << childpopulation[i].newcorrupt[j];

outfile << endl << "fitnessvalue =" << population[i].fithessvalue <<

endl << "corruption level = "<<population][i].corruptness<< endl;

}

}
Order(2, childpopulation,0,popsize);

void GenAlg::Mutate(int inChild, Child *pop)

{

int randVval;

char maskVal=0;

randVal = random() % (8*(length));
int charNum =randVal / 8;

int bitNum = randVal % 8;

if (charNum >= length)

cout << "ERROR IN MUTATE: character out of range" << endl;
if (bitNum >= 8)

cout << "ERROR IN MUTATE: bad bit selected" << endl;
if (randVal < 0)

cout << "ERROR IN MUTATE: negative random value" << endl;
if (inChild >= popsize)

cout << "ERROR IN MUTATE: negative random value" << endl;
cout << flush;
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char c1 ="\0';
char c2 ="\0';
cl = (char) pop[inChild].newcorrupt[charNum];
c2 = Makemask(charNum);
/I cout << (int)(cl * c2) << endl;
if((((c1 ~ c2)>96) && ((c1  c2)<123))||((c1 * c2)==32)){
pop[inChild].newcorrupt[charNum] = (c1 * c2);
1 cout << "dup " << (int)(cl ~ ¢2) << endl;

void GenAlg::Distance(int inChild, Child *pop)
{

int corrupcount = 0;
for(inti = 0; i < length; i++){

pop[inChild].distance][i] = Iscloseto((char)pop[inChild].newcorrupt]i],
(char)ortext[i]);
corrupcount = corrupcount+pop[inChild].distance]i] ;

}
pop[inChild].corruptness = (100*(double)corrupcount/(length*8));

}
void GenAlg::TargetCH(int inChild, Child *pop)

for(int i=0;i<8*length;i++){
pop[inChild].mutation[i]=percor ;

}

void GenAlg::Fitness(int inChild, bool Cpop, bool Opop)
{

string temp =",
int count;

/lint spaces = 0;
inti=0;
intj=0;

double fit=0;
double dist=0;
double abvalcor=0;

if(Cpop){
for(i=0; i< length; i++){
if(childpopulation[inChild].newcorrupt[i] == " "){
childpopulation[inChild].fithess[i]=spaceMult;
if((i<length-1)&&(childpopulation[inChild].newcorrupt[i+1] =="

{childpopulation[inChild].fitness][i]=0;}

/Ispaces++;

}
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else childpopulation[inChild].fitness][i]=0;
}
for(i=0; i < length; i++){
if(i==0){
count = 0;
temp ="
for(j=i; (childpopulation[inChild].newcorrupt[j] !="'"' && j
<length); j++){
count++;
temp = temp + childpopulation[inChild].newcorrupt][j];

}

if(Dictionary(count,temp)){
for(int k=i;k < j; k++){
if (count <=3){
childpopulation[inChild].fitness[k] = SmallwordMult;

else if(count >3){
childpopulation[inChild].fithess[k] =
BigwordMult;//*(count/2);
}
}

}
if(j>0)
i=j-1;
}

else

if(childpopulation[inChild].newcorrupt[i]==""){
count =0;
temp =",
if(i<length-1){
for(j=i+1; childpopulation[inChild].newcorrupt[j]!=" '&&
j <length;j++){
count++;
temp =temp +
childpopulation[inChild].newcorrupt[j];
}

if(Dictionary(count,temp)){

for(int k=i; k < j; k++){
if (count <=3){
childpopulation[inChild].fithess[K] =
SmallwordMult;

else if(count >3){
childpopulation[inChild].fithess[K] =
BigwordMult;//*(count/2);
}
}
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for(int m=0; m< length; m++){
fit = fit+childpopulation[inChild].fithess[m];
}

for(int m=0; m< length; m++){
dist = dist+childpopulation[inChild].distance[m];
}
abvalcor = percor*100 - dist;
if(abvalcor<0){
abvalcor=abvalcor*(-1);

childpopulation[inChild].fithessvalue = fit-(corruptMult*abvalcor);

if(Opop){
for(i=0; i< length; i++){
if(population[inChild].newcorrupt[i] == " "}
population[inChild].fithess[i]=spaceMult;
if((i<length-1)&&(childpopulation[inChild].newcorrupt[i+1] =="

{childpopulation[inChild].fithess[i]=0;}
/] spaces++;

else population[inChild].fithessJi]=0;

}

for(i=0; i < length; i++){
if(i==0){

count = 0;

temp =",

for(j=i; population[inChild].newcorrupt[j]'="'&& j

<length;j++){

count++;
temp = temp + population[inChild].newcorrupt[j];

}

if(Dictionary(count,temp)){

for(int k=i; k < j;k++){
if (count <=3){
population[inChild].fitness[k] = SmallwordMult;

else if(count >3){
population[inChild].fithess[k] =
BigwordMult;//*(count/2);

}
}
}
if(j>0)
i=j-1
}
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else

if(population[inChild].newcorrupt[i]==""){

count = 0;
temp =",
if(i<length){

for(j=i+1; population[inChild].newcorrupt[j]!=" '&& j
<length;j++){
count++;
temp = temp + population[inChild].newcorrupt[j];

}

if(Dictionary(count,temp)){

for(int k=i; k < j;k++){
if (count <=3){
population[inChild].fithess[Kk] =
SmallwordMult;

else if(count >3){
population[inChild].fithess[k] =
BigwordMult;//*(count/2);
}
}

for(int m=0; m< length; m++){
fit = fit+population[inChild].fithess[m];
}

for(int m=0; m< length; m++){
dist = dist+population[inChild].distance[m];

}

abvalcor = percor*100 - dist;
if(abvalcor<0){
abvalcor=abvalcor*(-1);

}

population[inChild].fithessvalue = fit-(corruptMult*abvalcor);

bool GenAlg::Dictionary(int count, string word)

{
int h =0;

if(count > 23||count<1){
return false;

}

else {
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for(int i=0; i<count;i++){
h = (h * 257) + (char) word[i];
h = h % quickprime[count-1];

}
}

if(count == 1){
if (in1[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in1[h] '=""){

if (in1[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 2){
if (in2[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in2[h] '=""){
if (in2[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 3){
if (in3[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in3[h] '=""){
if (in3[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 4 ){
if (in4[h] == word){
return true;
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}

else {
h = (h + 1) % quickprime[count-1];
while(in4[h] '=""){
if (in4[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 5){
if (in5[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in5[h] '=""){
if (in5[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 6){
if (in6[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in6[h] !'=""){
if (in6[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 7){
if (in7[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in7[h] '=""){
if (in7[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}
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if(count == 8){
if (in8[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in8[h] !'=""){

if (in8[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 9)
if (in9[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in9[h] !'=""){
if (in9[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}
if(count == 10){
if (in10[h] == word){

return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in10[h] !'= ""){
if (in10[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 11){
if (in11[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
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while(in11[h] ="}
if (in11[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 12){
if (in12[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in12[h] '= """}

if (in12[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 13){
if (in13[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in13[h] !'= ""){

if (in13[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

if(count == 14){
if (in14[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in14[h] '= """}

if (in14[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}
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if(count == 15){
if (in15[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in15[h] !'= ""){

if (in15[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 16){
if (in16[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in16[h] !'= ""){
if (in16[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 17){
if (in17[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in17[h] '= """}

if (in17[h] == word)
return true;

h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 18){
if (in18[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in18[h] !'= ""){
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if (in18[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 19){
if (in19[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in19[h] '= """}

if (in19[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 20){
if (in20[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in20[h] !'= ""){

if (in20[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 21){
if (in21[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in21[h] '= """}

if (in21[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;
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if(count == 22){
if (in22[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in22[h] = ""){
if (in22[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

if(count == 23){
if (in23[h] == word){
return true;
}
else {
h = (h + 1) % quickprime[count-1];
while(in23[h] = ""){
if (in23[h] == word)
return true;
h = (h + 1) % quickprime[count-1];
}
}

return false;

}

char GenAlg::Makemask(int place)

{

char randomval = "\0";

inti;

double j;

for(int count = 1; count<8; count++){
i = random() % 100;
j = (double)i/100;

if(j < target[place*8 + count]){
(unsigned)randomval = (unsigned)randomval * 2;
(unsigned)randomval = (unsigned)randomval + 1;

}
else{
(unsigned)randomval = (unsigned)randomval << 1,
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}

return randomval;

int Iscloseto(char incharl, char inchar2)

{

int count = 0;

if((inchar1/128)!=(inchar2/128)){count++;}
incharl=incharl%128;inchar2=inchar2%128;
if((incharl/64)!=(inchar2/64)){count++;}
incharl=inchar1%64;inchar2=inchar2%64;
if((incharl/32)!=(inchar2/32)){count++;}
incharl=inchar1%32;inchar2=inchar2%32;
if((incharl/16)!=(inchar2/16)){count++;}
incharl=inchar1%16;inchar2=inchar2%16;
if((inchar1/8)!=(inchar2/8)){count++;}
incharl=incharl%8;inchar2=inchar2%S8;
if((incharl/4)!=(inchar2/4)){count++;}
incharl=incharl%4;inchar2=inchar2%4;
if((incharl/2)!=(inchar2/2)){count++;}
incharl=incharl%2;inchar2=inchar2%2;
if((incharl/1)!=(inchar2/1)){count++;}

return count;
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Appendix D

Dictionary/Hash Tables | mplementation

*kkkkkkkk D | Ctl on ary h *khkkkkkkkkk

#ifndef DICTIONARY_H
#define DICTIONARY_H
#include <string>

using namespace std;

class Dictionary {
public:

Dictionary(void);
~Dictionary(void);

void Setinfile(void);

void CountLetterLength(void);

void PrintLetterLength(void);

void IntializeOutArrays(void);
void HashList(void);
void PrintOutArrays(void); //Print Dictionary files

private:

char infile[25];
int letterlength[99];

int quickprime[23];

string outl1[41];
string out2[449];
string out3[2039];
string out4[6397];
string out5[12973];
string out6[23531];
string out7[31189];
string out8[34871];
string out9[34871];
string out10[31189];
string out11[24151];
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string out12[18211];
string out13[12973];
string out14[6397];
string out15[5099];
string out16[2039];
string out17[1493];
string out18[797];
string out19[337];
string out20[79];
string out21[41];
string out22[11];
string out23[7];

3

#endif

*kkkkkkkk D i Cc t i on ary .CcC *kkkkkkkk

#include <string>
#include <fstream>
#include <ostream>
#include <iostream>
#include <cstdlib>
#include <stdlib.h>
#include <cmath>
#include "Dictionary.h”

const string outfilel = "HashDictionaryl.txt";
const string outfile2 = "HashDictionary?2.txt";
const string outfile3 = "HashDictionary3.txt";
const string outfile4 = "HashDictionary4.txt";
const string outfile5 = "HashDictionary5.txt";
const string outfile6 = "HashDictionary6.txt";
const string outfile7 = "HashDictionary7.txt";
const string outfile8 = "HashDictionary8.txt";
const string outfile9 = "HashDictionary?9.txt";
const string outfile10 = "HashDictionary10.txt";
const string outfile11 = "HashDictionary11.txt";
const string outfile12 = "HashDictionary12.txt";
const string outfile13 = "HashDictionary13.txt";
const string outfile14 = "HashDictionary14.txt";
const string outfile1l5 = "HashDictionary15.txt";
const string outfile16 = "HashDictionary16.txt";
const string outfile17 = "HashDictionaryl17.txt";
const string outfile18 = "HashDictionary18.txt";
const string outfile19 = "HashDictionary19.txt";
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const string outfile20 = "HashDictionary20.txt";
const string outfile21 = "HashDictionary21.txt";
const string outfile22 = "HashDictionary22.txt";
const string outfile23 = "HashDictionary23.txt";

using namespace std;
Dictionary::Dictionary(void)

{

for (int j=0; j<24;j++){
letterlength[j]=0;
}
}

Dictionary::~Dictionary(void)

delete infile;

}

void Dictionary::Setinfile(void)

{
cout << "Please enter the name of the Dictionary file. >> ",
cin >> infile;

}
void Dictionary::CountLetterLength(void)
{

string c1; /lIread in value

ifstream file(infile);

while(file>>c1){
letterlength[c1.length()]=letterlength[c1.length()]+1;

}
}

void Dictionary::PrintLetterLength(void)
{

for(int count = 0; count<99; count++){
cout << "There are " << letterlength[count] << " for enteries of lenght
" << count << endl;

}
}

void Dictionary::IntializeOutArrays(void)

for(int i1 =0; i1 < 41;i1++){
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outl[i1]="";
}

for(inti2 =0; i2 < 449;i2++){
out2[i2]="";
}

for(int i3 =0; i3 < 2039;i3++){
out3[i3]="";
}

for(int i4 =0; i4 < 6397;i4++){
outdfi4]= "
}

for(int i5 =0; i5 < 12973;i5++){
out5[i5]="";
}

for(int i6 =0; i6 < 23531;i6++){
out6[i6]="";
}

for(int i7 =0; i7 < 31189;i7++){
out7[i7]=";
}

for(int i8 =0; I8 < 34871;i8++){
out8[i8]="";
}

for(int 19 =0; i9 < 34871;i9++){
out9fi9l="";
}

for(int i10 =0; i10 < 31189;i10++){
out10[i10]= "";
}

for(intill =0; i11 < 24151;i11++){
outl1[i11]="",
}

for(int i12 =0; i12 < 18211;i12++){
out12[i12]= "
}

for(int i13 =0; i13 < 12973;i13++){
out13[i13]= "";
}

for(inti14 =0; i14 < 6397;i14++){
outl4[i14]="",
}

for(int i15 =0; i15 < 5099;i15++){
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out15[i15]= "";

}

for(int i16 =0; i16 < 2039;i16++){
out16[il6]="";

}

for(inti17 =0; i17 < 1493;i17++){
outl7[i17]="";

}

for(int i18 =0; 118 < 797;i18++){
out18[i18]="";

}

for(inti19 =0; i19 < 337;i19++){
out19[i19]="";

}

for(int i20 =0; i20 < 79;i20++){
out20[i20]="";

}

for(int i21 =0; 121 < 41;i21++){
out21[i21]="";

}

for(int i22 =0; i22 < 11;i22++){
out22[i22]="",

}

for(int i23 =0; i23 < 7;i23++){
out23[i23]="";

}

void Dictionary::HashList(void)

{

string c1; /lread in value
ifstream file(infile);

quickprime[0] = 41;
quickprime[1] = 449;
quickprime[2] = 2039;
quickprime[3] = 6397;
quickprime[4] = 12973;
quickprime[5] = 23531,
quickprime[6] = 31189;
quickprime[7] = 34871,
quickprime[8] = 34871,
quickprime[9] = 31189;
quickprime[10] = 24151;
quickprime[11] = 18211;
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quickprime[12] = 12973;
quickprime[13] = 6397;
quickprime[14] = 5099;
quickprime[15] = 2039;
quickprime[16] = 1493;
quickprime[17] = 797,
quickprime[18] = 337;
quickprime[19] = 79;
quickprime[20] = 41,
quickprime[21] = 11;
quickprime[22] = 7;

int h;

while(file>>c1){
h=0;

/lcout << ¢l << endl;
int length = c1.length();

if(length > 23){
cout << cl << endl;
}
else {
for(int i=0; i<length;i++){
h = (h * 257) + (char) c1]i];
h = h % quickprime[length-1];
}
}

if(length == 1){
cout << "Got here!l!" << endl;
if (outl[h] ==""{

outl[h] = c1;
}
else {
h++;
while(out1[h] I= """}
h++;
if (h == quickprime[length-1])
h=0;

}
outl[h] = c1;
}
}

if(length == 2){
if (out2[h] == """}
out2[h] = c1;
}
else {
h++;
while(out2[h] ="}
h++;
if (h == quickprime[length-1])



h=0;
}
out2[h] = c1;
}
}

if(length == 3){
if (out3[h] == ""){
out3[h] = c1;
}
else {
h++;
while(out3[h] ="}
h++;
if (h == quickprime[length-1])
h=0;

}
out3[h] = c1;
}
}

if(length == 4){
if (outd[h] ==""){
outd[h] = c1;
}
else {
h++;
while(out4[h] = """}
h++;
if (h == quickprime[length-1])
h=0;

}
outd[h] = c1;
}
}

if(length == 5){
if (out5[h] == """}

out5[h] = c1;
}
else {
h++;
while(out5[h] ="}
h++;
if (h == quickprime[length-1])
h=0;

}
out5[h] = c1;
}
}

if(length == 6){
if (out6[h] == ")}
out6[h] = c1;
}

else {
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h++;
while(out6[h] = "")}{

h++;
if (h == quickprime[length-1])
h=0;
}
out6[h] = c1;
}
}

if(length == 7){
if (out7[h] ==""){
out7[h] = c1,;
}
else {
h++;
while(out7[h] I= """}
h++;
if (h == quickprime[length-1])
h=0;

}
out7[h] = c1,;
}
}

if(length == 8){
if (out8[h] == ""){
out8[h] = c1;
}
else {
h++;
while(out8[h] ="}
h++;
if (h == quickprime[length-1])
h=0;
}

out8[h] = c1,;
}
}

if(length == 9){
if (out9[h] == ""){

out9[h] = c1;
}
else {
h++;
while(out9[h] ="}
h++;
if (h == quickprime[length-1])
h=0;

}
out9[h] = c1;
}
}

if(length == 10){
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if (outl0[h] ==""){
outl0[h] = c1;

}
else {
h++;
while(out10[h] !'=""){
h++;
if (h == quickprime[length-1])
h=0;
}
outl0[h] = c1;
}
}

if(length == 11){
if (outll[h] ==""){
outll[h] =c1;

}
else {
h++;
while(out11[h] !=""){
h++;
if (h == quickprime[length-1])
h=0;
}
outll[h] = c1;
}
}

if(length == 12){
if (outl2[h] ==""){
outl2[h] = c1;

}
else {
h++;
while(out12[h] = ""){
h++;
if (h == quickprime[length-1])
h=0;
}
outl2[h] = c1;
}
}

if(length == 13){
if (out13[h] ==""){
outl3[h] = c1;

}
else {
h++;
while(out13[h] !=""){
h++;
if (h == quickprime[length-1])
h=0;

}
outl3[h] = c1;
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}
}

if(length == 14){
if (outl4[h] ==""){
outl4[h] = c1;

}
else {
h++;
while(out14[h] = ""){
h++;
if (h == quickprime[length-1])
h=0;
}
outl4[h] = c1;
}
}

if(length == 15){
if (out15[h] == "}
outl5[h] = c1;

}
else {
h++;
while(out15[h] = ""){
h++;
if (h == quickprime[length-1])
h=0;
}
outl5[h] = c1;
}
}

if(length == 16){
if (outl6[h] ==""){
outl6[h] = c1;

}
else {
h++;
while(out16[h] !=""){
h++;
if (h == quickprime[length-1])
h=0;
}
outl6[h] = c1;
}
}

if(length == 17){

if (outl7[h] ==""){
outl7[h] = c1;

}

else {
h++;
while(out17[h] '=""){

h++;
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if (h == quickprime[length-1])
h=0;

}
outl7[h] = c1;
}
}

if(length == 18){
if (out18[h] == ""){
outl8[h] = c1;

}
else {
h++;
while(out18[h] = ""){
h++;
if (h == quickprime[length-1])
h=0;
}
outl8[h] = c1;
}
}

if(length == 19){
if (outl9[h] ==""){
outl9[h] = c1;

}
else {
h++;
while(out19[h] !=""){
h++;
if (h == quickprime[length-1])
h=0;
}
outl9[h] = c1;
}
}

if(length == 20){
if (out20[h] ==""){
out20[h] = c1;

}
else {
h++;
while(out20[h] = ""){
h++;
if (h == quickprime[length-1])
h=0;

}
out20[h] = c1;
}

}
if(length == 21){
if (out21[h] ==""){
out21[h] = c1;
}
else {
h++;
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while(out21[h] = ""){
h++;
if (h == quickprime[length-1])
h=0;

}
out21[h] = c1;
}
}

if(length == 22){
if (out22[h] ==""){
out22[h] = c1;

}
else {
h++;
while(out22[h] '=""){
h++;
if (h == quickprime[length-1])
h=0;

}
out22[h] = c1;
}

}
if(length == 23){
if (out23[h] ==""){
out23[h] = c1;

}
else {
h++;
while(out23[h] !=""){
h++;
if (h == quickprime[length-1])
h=0;
}
out23[h] = c1;
}

}

void Dictionary::PrintOutArrays(void)

{
ofstream ofilel(outfilel.c_str());
ofstream ofile2(outfile2.c_str());
ofstream ofile3(outfile3.c_str());
ofstream ofile4(outfile4.c_str());
ofstream ofile5(outfile5.c_str());
ofstream ofile6(outfile6.c_str());
ofstream ofile7(outfile7.c_str());
ofstream ofile8(outfile8.c_str());
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ofstream ofile9(outfile9.c_str());

ofstream ofile10(outfile10.c_str());
ofstream ofilel1(outfilell.c_str());
ofstream ofile12(outfile12.c_str());
ofstream ofile13(outfile13.c_str());
ofstream ofile14(outfile14.c_str());
ofstream ofile15(outfile15.c_str());
ofstream ofile16(outfile16.c_str());
ofstream ofile17(outfile17.c_str());
ofstream ofile18(outfile18.c_str());
ofstream ofile19(outfile19.c_str());
ofstream ofile20(outfile20.c_str());
ofstream ofile21(outfile21.c_str());
ofstream ofile22(outfile22.c_str());
ofstream ofile23(outfile23.c_str());

for(intil =0; i1 < 41;i1++){
ofilel << outl[il] << endl;
cout << outl[i1] << endl;

}

for(int i2 =0; i2 < 449;i2++){
ofile2 << out2[i2] << endl;
cout << out2[i2] << endl;

}

for(int i3 =0; i3 < 2039;i3++){
ofile3 << out3[i3] << endl;

}

for(int i4 =0; i4 < 6397;i4++){
ofile4 << out4(i4] << endl;

}

for(int i5 =0; i5 < 12973;i5++){
ofile5 << out5[i5] << endl;

}

for(int i6 =0; i6 < 23531;i6++){
ofile6 << out6[i6] << endl;

}

for(int i7 =0; i7 < 31189;i7++){
ofile7 << out7[i7] << endl;

}

for(int i8 =0; i8 < 34871;i8++){
ofile8 << out8[i8] << endl;

}

for(int i9 =0; 19 < 34871;i9++){
ofile9 << out9[i9] << endl;

}

for(int i10 =0; i10 < 31189;i10++){
ofile10 << out10[i10] << endl;



}

for(intill =0; i11 < 24151;i11++){
ofilell << out11[il1] << endl;
}

for(inti12 =0; i12 < 18211;i12++){
ofile12 << out12[i12] << endl;
}

for(int i13 =0; 113 < 12973;i13++){
ofile13 << out13Ji13] << endl;
}

for(intil4 =0; i14 < 6397;i14++){
ofilel4 << out14[il4] << endl;
}

for(int i15 =0; i15 < 5099;i15++){
ofilel5 << out15[i15] << endl;
}

for(int i16 =0; 116 < 2039;i16++){
ofile16 << out16[i16] << endl;
}

for(inti17 =0; i17 < 1493;i17++){
ofilel7 << outl7[i17] << endl;
}

for(inti18 =0; i18 < 797;i18++){
ofile18 << out18[i18] << endl;
}

for(int i19 =0; 119 < 337;i19++){
ofile19 << out19[i19] << endl;
}

for(int i20 =0; i20 < 79;i20++){
ofile20 << out20[i20] << endl;
}

for(inti21 =0; i21 < 41;i21++){
ofile21 << out21[i21] << endl;
}

for(int i22 =0; 122 < 11;i22++){
ofile22 << out22[i22] << endl;
}

for(int i23 =0; i23 < 7;i23++){
ofile23 << out23[i23] << endl;
}
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Appendix E
Example Run of Genetic Algorithm

The following output shows the highest fitness val ue specimen of a population of 2,500
at each generation for 1000 generations.

The original sentence that was used was:
hello nmy nane is not a dictionary word

After randomly corrupting approximately 15% of the bits, and preprocessing to switch

the top order bits back from one to zero, the input specimen to the Genetic Algorithm was:
hgl mC'ay ~! My! hg(ngv i"Dqgg4) &i rx 7kRf
The following shows the top fithess specimen for each generation for 1000 generations:

The number, threelines down (0.128205) refer to the actual corruption of the specimen

after the top order bits have been reversed.
Thefinal specimenis
hal es as nane ha not a day a nary word

gemini{45}% driver

entering first phase.

0.128205

hglmr'ay ~iMg'hr(ngv i"gqg4)fnirx 7kvf
Iteration O

hglmc"ay ~!mc'hqg ngv i"lgg4)&ninx 7kbf
hglmj" y ~leg'hg(ngs i Dgg4)&nirx 7kwf
hglmj" y ~leglhg(ngs i Dqg4)&nirx 7kqf
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hglmc"ax ~lig! q(ngv i"lqg )&nira 7kRf

hg mb"ay ~gMgahq(ngv i" qq4)&lirx 7krf
hgimCray ~'eg! g(n v i dgg4)&nirx 7kzf
hulmg yy ~!Mg'hqg ngv i"dqg4 &nirx 7crf
hglmc ax ~lig! g(ngv i"lqq )&nhrx 7krf
hgimC"ay ~'eg! q(n v i Dgq )&nirx 7krf
hglmC"ay ~!eg! q(n v i Daq )&nirx 7krf
hglmc ac ~!mw'hqg ngv i dqq )&nirx 7krf
hg mb ay ~!Mg hg(ogv i dgq )&nirx 7krf
hg mb ay ~!Mg hg(ogv i dgq )&nirx 7krf
hg mb ay ~ Mg hqg(ogv i dgq )&nirx 7krf
hg mb ay ~ Mg hq(ogv i dgq )&nirx 7krf
hg mb ay ~!Mg hqg ogv i dqq )&nirx 7krf
hg mb ay ~ Mg hqg(ogv i dgq )&nirx 7krf
hg mb ay ~ Mg hqg ogv i dqq )&nirx 7krf
hg mb ay ~ Mg hqg ogv i dqq )&nirx 7krf
gimC"y ~ Mg hqg ngv i Dqq )&nirx 7krf
glmb ay ~ Mg hqg ngv i Dqq )&nirx 7krf

g mC"y ~ Mg hqg ngv i dqq )&nirx 7krf

g mC"y ~ Mg hqg ngv i dgq )&nirx 7krf

g mC"y ~ Mg hqg ngv i dgq )&nirx 7krf
ha mb ay ~ Mg hqg ogv i dqq )&nirx 7krf
ha mb ay ~ Mg hqg ogv i Dqq ) nhbx 7kRf
ha mb ay ~ Mg hq ogv i Dqq )&nirx 7krf
ha mb ay ~ Mg hqg ogv i Dqq )&nirx 7krf
ha mb ay ~ Mg hq ogv i dqq )&nirx 7kRf
ha mb ay ~ Mg hy ngv i D g )&nirx 7kRf
ha mC"y ~ Mg ig ngv i Dqq )&nirx 7krf
ha mb ay ~ Mg hqg ngv a dqq )&nirx 7kRf
ha mb ay ~ Mg hqg ngv a dqq )&nirx 7kRf
glmC as ~IMg ha ngv i dqq )&nirx 7krf
glmC as ~IMg ha ngv a dqy )&nirx 7kRf
glmC as ~IMg ha ngv a dqy )&nirx 7kRf
glmC as ~IMg ha ngv a dqgy ) nirx 7kRf
ha mc by ~ Mg ha ngv i fqq )&nirx 7krf
ha mC as ~IMe ha ngv a dqy )&nirx 7kRf
ha mC as ~ Mg ha ngv a dqq )&nirx 7kRf
ha mC as ~ Mg ha ngv a dqq )&nirx 7kRf
ha mC as ~ Mg ha ngv a dqq )&nirx 7kRf
ha mC as ~ Mg ha ngv a dqq )&nirx 7kRf
ha mC as ~ Mg ha ngv a dqq )&nirx 7kRf
ha mc by ~IMg ha ngv a day )&nirx 7kRf
ha mc by ~!Mg ha ngv a day )&nirx 7kRf
ha mC by ~ Mg ha ngv a day )&nirx 7kRf
ha mC by ~ Mg ha ngv a day )&nirx 7kRf
ha mC by ~ Mg ha ngv a day )&nirx 7kRf
ha mC by ~ Mg ha ngv a day )&nirx 7kRf
Iteration 50

ha mC as ~ Mg ha ngv a day )&nirx 7kRf
ha mC by ~ Mg ha ngv a day )&nirx 7kRf
ha mC by ~ Mg ha ngv a day )&nirx 7kRf
ha mC as ~ me ha ngv a day )&nkrx 7kRf
ha mC as ~ me ha ngv a day )&nirx 7kRf
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ha mC as ~ me ha ngv a day )&nirx 7kRf
ha mC as ~ me ha ngv a day )&nirx 7kRf
ha mC as ~ me ha ngv a day )&nirx 7kRf
ha mC as ~ me ha ngv a day )&nirx 7kRf
ha is as ~ me ha ngv a day )&nkrx 7kRf
ha is as ~ me ha ngv a day )&nkrx 7kRf
ha is as ~ Mg ha nor i day )&nirx 7kRf
ha is as ~ me ha nor i day )&nirx 7kRf
ha is as ~ me ha nor i day )&nirx 7kRf
ha is as ~ me ha nor i day )&nirx 7kRf
ha is as ~ me ha nor i day )&nirx 7kRf
ha is as ~ me ha nor i day )&nirx 7kRf
ha is as ~ me ha new a day )&narx 7kRf
ha is as ~ me ha new a day )&narx 7kRf
ha is as ~ me ha new a day )&nirx 7kRf
ha is as ~ me ha now a day )&nirx 7kRf
ha is as ~ me ha now a day )&nirx 7kRf
ha is as ~ me ha nor a day )&nirx 7kRf
ha is as ~ me ha now a day )&nirx 7kRf
ha me as ~ me ha now a day ) navy 7kRf
ha me as ~ me ha now a day ) navy 7kRf
ha me as ~ me ha now a day ) navy 7kRf
ha me as ~ me ha now a day ) navy 7kRf
ha me as ~ me ha now a day ) navy 7kRf
ha is as ~ me ha now a day ) navy 7kRf
ha me as ~ me ha now a day ) navy 7kRf
hales my ~ me ha new a day ) navy 7kRf
hales my ~ me ha new a day ) navy 7kRf
hales my ~ me ha new a day ) navy 7kRf
hales my ~ me ha new a day ) navy 7kRf
hales my ~ me ha now a day ) navy 7kRf
hales my ~ me ha now a day ) navy 7kRf
hales my ~ me ha new a day ) navy 7kRf
hales my ~ me ha new a day ) navy 7kRf
hales my ~ me ha new a day ) navy 7kRf
hales as ~ me ha now a day ) navy 7kRf
hales my ~ me ha now a day ) navy 7kRf
hales my ~ me ha new a day ) navy 7kRf
hales my ~ me ha new a day ) nary 7kRf
hales my ~ me ha new a day ) nary 7kRf
hales my ~ me ha nor a day a navy 7kRf
hales my ~ me ha nor a day a navy 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
Iteration 100
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
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hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha new a day a nary 7kRf
hales my ~ me ha new a day a nary 7kRf
hales as ~ me ha nor a day a nary 7kRf
hales as ~ me ha nor a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha new a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales by ~ me ha now a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha new a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
hales my ~ me ha new a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha new a day a nary 7kRf
hales my ~ me ha new a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales as ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales as ~ me ha nor a day a nary 7kRf
hales my ~ me ha not a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
Iteration 150

hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
hales by ~ me ha now a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales as ~ me ha not a day a nary 7kRf
hales my ~ me ha new a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales my ~ me ha not a day a nary 7kRf
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hales my ~ me ha now a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales as ~ me ha not a day a nary 7kRf
hales my ~ me ha new a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
halls as ~ me ha not a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales as ~ me ha not a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
halos as ~ me ha nor a day a nary 7kRf
hales my ~ me ha not a day a nary 7kRf
hales my ~ me ha not a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales as ~ me ha nor a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales as ~ me ha not a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales ex ~ me ha now a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
halls as ~ me ha now a day a nary 7kRf
hales my ~ me ha nor a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales my ~ me ha new a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
halos my ~ me ha not a day a nary 7kRf
hales my ~ me ha not a day a nary 7kRf
hales as ~ me ha not a day a nary 7kRf
Iteration 200

hales as ~ me ha now a day a nary 7kRf
hales as ~ me ha nor a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales as ~ me ha not a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
halos my ~ me ha now a day a nary 7kRf
hales as ~ me ha new a day a nary 7kRf
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hales as ~ me ha new a day a nary 7kRf
hales as ~ me ha not a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales as ~ me ha nor a day a nary 7kRf
hales as ~ me ha now a day a nary 7kRf
hales my ~ me ha now a day a nary 7kRf
hales as ~ me ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales my name ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
halls as name ha not a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha now a day a nary 7kRf
hales my name ha now a day a nary 7kRf
halls my name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales my name ha not a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha now a day a nary 7kRf
Iteration 250

hales as name ha nor a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha now a day a nary 7kRf
hales my name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
halls my name ha now a day a nary 7kRf
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hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
halos as name ha not a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha new a day a nary 7kRf
hales my name ha now a day a nary 7kRf
hales my name ha new a day a nary 7kRf
hales as name ha not a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha now a day a nary 7kRf
hales as name ha not a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha new a day a nary 7kRf
hales my name ha new a day a nary 7kRf
hales my name ha not a day a nary 7kRf
hales as name ha not a day a nary 7kRf
hales my name ha not a day a nary 7kRf
hales my name ha nor a day a nary 7kRf
hales my name ha nor a day a nary 7kRf
halos as name ha now a day a nary 7kRf
hales as name ha not a day a nary 7kRf
hales as name ha new a day a nary 7kRf
hales my name ha now a day a nary 7kRf
hales my name ha now a day a nary 7kRf
hales my name ha not a day a nary 7kRf
hales as name ha new a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha not a day a nary 7kRf
hales as name ha now a day a nary 7kRf
halls by name ha now a day a nary 7kRf
hales by name ha new a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
Iteration 300

hales my name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha new a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha now a day a nary 7kRf
hales by name ha now a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
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hales as name ha now a day a nary 7kRf
halos as name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha new a day a nary 7kRf
halls as name ha now a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha now a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha new a day a nary 7kRf
hales as name ha new a day a nary 7kRf
hales as name ha now a day a nary 7kRf
halls as name ha not a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales my name ha now a day a nary 7kRf
hales as name ha nor a day a nary 7kRf
hales as name ha now a day a nary 7kRf
hales as name ha nor i day a nary sir
hales as name ha nor i day a nary sir
hales as name ha nor i day a nary sir
hales my name ha nor i day a nary sir
hales as name ha nor i day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
Iteration 350

hales as name ha not a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales by name ha now a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha now a day a nary sir
hales by name ha now a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha not a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales by name ha now a day a nary sir
hales as name ha now a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha nor a day a nary sir
hales by name ha nor a day a nary sir
hales as name ha nor a day a nary sir
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hales as name ha nor a day a nary sir
hales as name ha now a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha not a day a nary sir
hales as name ha now a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha now a day a nary sir
hales as name ha not a day a nary sir
hales as name ha now a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha now a day a nary sir
hales as name ha now a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha now a day a nary sir
hales as name ha now a day a nary sir
halls as name ha now a day a nary sir
hales as name ha now a day a nary sir
hales as name ha nor a day a nary sir
hales as name ha now a day a nary sir
hales as name ha not a day a nary sir
hales as name ha now a day a nary sir
hales as name ha now a lay a nary serf
hales as name ha now a lay a nary serf
hales as name ha now a day a nary serf
halls as name ha new a day ) nary worn
hales as name ha now a day a nary worn
halls as name ha new a day a nary worn
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha now a day a nary worn
Iteration 400

hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary word
hales as name ha not a day a nary worn
halls as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
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hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha nor a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales ex name ha not a day a nary worn
hales as name ha not a day a nary word
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales ex name ha not a day a nary worn
hales as name ha not a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha nor a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
Iteration 450

hales as name ha now a day a nary worn
hales by name ha now a day a nary worn
hales as name ha now a day a nary worn
hales my name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary word
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
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hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
halos as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
Iteration 500

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
halls as name ha not a day a nary word
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary word
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
halos as name ha now a day a nary worn
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hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary word
halls as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary word
halls as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
halls as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha not a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary word
Iteration 550

hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales am name ha nor a day a nhary worn
hales as name ha not a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary word
hales as name ha not a day a nary worn
hales as name ha now a day a nary word
hales am name ha now a day a nary worn
hales am name ha now a day a nhary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales am name ha now a day a nhary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
halls as name ha now a day a nary word
halls as name ha now a day a nary word
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hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha not a day a nary word

hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha not a day a nary word

hales as name ha now a day a nary word
hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
halls as name ha now a day a nary word

hales as name ha now a day a nary worn
hales as name ha not a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
Iteration 600

hales as name ha now a day a nary word
halos as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
halos as name ha not a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha nor a day a nary word

hales as name ha now a day a nary word
hales as name ha not a day a nary word

hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
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hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha nor a day a nary worn

hales as name ha nor a day a nary worn

hales as name ha now a day a nary word
hales as name ha not a day a nary worn

hales as name ha nor a day a nary word

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn

hales as name ha now a day a nary word
hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn

hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
Iteration 650

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn

halls as name ha now a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary word

halls as name ha now a day a nary worn

hales as name ha now a day a nary word
halls as name ha now a day a nary worn

hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
hales as name ha not a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary word

hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
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hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
Iteration 700

hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha nor a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha nor a day a nary word
halls as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
halls as name ha not a day a nary worn
hales as name ha not a day a nary word
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha not a day a nary word
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
halos as name ha nor a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales am name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
halos am name ha not a day a nary worn
hales as name ha now a day a nary worn
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hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
halls as name ha nor a day a nary word
hales as name ha nor a day a nary word
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales am name ha not a day a nary worn
halls as name ha now a day a nary word
hales as name ha nor a day a nary worn
halos as name ha nor a day a nary worn
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary word
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
Iteration 750

hales as name ha now a day a nary worn
hales as name ha new a day a nary worn
halls as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha new a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary word
hales as name ha now a day a nary word
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
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hales as name ha now a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn

hales as name ha nor a day a nary worn

hales as name ha now a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
halos as name ha now a day a nary word
hales as name ha not a day a nary word

hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
hales as name ha not a day a nary worn

hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
Iteration 800

hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha nor a day a nary worn

hales as name ha nor a day a nary worn

hales as name ha not a day a nary worn

hales as name ha now a day a nary worn
hales as name ha not a day a nary worn

hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary word

hales as name ha now a day a nary word
hales as name ha nor a day a nary word

hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales am name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn

hales as name ha not a day a nary worn

hales as name ha now a day a nary worn
halls as name ha now a day a nary word

hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
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hales as name ha nor a day a nary word
hales as name ha not a day a nary word
hales as name ha now a day a nary worn
halls as name ha nor a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
halls as name ha now a day a nary worn
hales as name ha not a day a nary word
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
Iteration 850

hales as name ha nor a day a nary word
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales by name ha nor a day a nary worn
hales as name ha not a day a nary worn
halls as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
halls as name ha not a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
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hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
halos as name ha nor a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
Iteration 900

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary word
halos as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary worn
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha nor a day a nary worn
halls as nhame ha nor a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary worn
halls as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha nor a day a nary word
hales as name ha not a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
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hales as name ha nor a day a nary worn

hales as name ha nor a day a nary worn

hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary word

hales as name ha nor a day a nary word

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn

Iteration 950

hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha now a day a nary word
hales as name ha nor a day a nary worn

halls as name ha now a day a nary worn

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn

hales as name ha now a day a nary word
hales as name ha new a day a nary worn
hales as name ha now a day a nary worn
hales as name ha not a day a nary word

hales as name ha nor a day a nary word

hales as name ha now a day a nary word
hales as name ha nor a day a nary worn

hales as name ha now a day a nary word
hales as name ha nor a day a nary word

hales as name ha nor a day a nary worn

hales as name ha nor a day a nary word

hales as name ha now a day a nary worn
hales as name ha now a day a nary worn
hales as name ha new a day a nary worn
hales as name ha now a day a nary word
hales as name ha now a day a nary word
hales as name ha now a day a nary worn
hales as name ha new a day a nary word
hales as name ha new a day a nary worn
hales as name ha now a day a nary worn
hales as name ha nor a day a nary worn

hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
halos as name ha now a day a nary word
hales as name ha now a day a nary word
hales as name ha nor a day a nary worn

hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
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halls as name ha new a day a nary word

halls as name ha now a day a nary worn

hales as name ha now a day a nary worn
halls as name ha now a day a nary worn

hales as name ha nor a day a nary worn

hales as name ha now a day a nary worn
halls as name ha now a day a nary worn

hales as name ha not a day a nary word

exiting breed

gemini{46}%
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